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MOIleJIL yrpos 0€30IMacHOCTH NMEPCOHAJTBbHBIX JAHHBIX
MYHUIUNIAJIBHOIO OIIKETHOT0 00111e00Pa30BaTeJILHOI0 YUPEeKIeHUs
BoicTpsinckoii cpeaHeii 001eo0pa3oBaTeIbHOM MIKOJIbI Nel5
Ilepeyensb 0003HaYEeHUH M COKPALLICHUIT
APM - aBTOMaTu3npoBaHHoOE pabouee MecTo;
WP - uadopmanmoHHbIi pecypc;
NCTIIH - napopManmoHHas cucTeMa MepCoOHAIbHBIX TaHHBIX;
K3 - xonTponanpyemas 30Ha;
[1/TH - nepcoHanbHbIE TaHHBIE;
1O - nporpamMHOe oOecTieueHHe;
[ITC - mporpaMMHO-TEXHUYECKHUE CPEJICTBA;
[IDMUH - no604HbIE 31€KTPOMArHUTHBIE U3ITyYEHHs 1 HAaBOJKH;
C3U - cpencrBa 3ammThl HHGOPMAIIUH;
10. CK3MU - cpeacra Kpunrorpadguieckoi 3amuTsl HHGopMamu;
11. ®Cb - ®enepanbHas ciayx0a O€30MaCHOCTH;
12. ®CO - denepanbHas cayk06a OXpaHbl;
13. ®CTOK - denepanbHas ciry:k0a 1Mo TEXHUYECKOMY U 3KCIIEPTHOMY KOHTPOJTIO.
I. OOmme nosoKeHUA

1. Hacrosimast Monens yrpo3 0€30MacHOCTH MEPCOHANbHBIX JaHHBIX (najnee - Mojienb) COAepKUT
CHCTEMaTH3HPOBAHHBIA MEpeYeHb yrpo3 OE30MacHOCTH MEPCOHAJBHBIX HaHHBIX NIpU HX 00paboTKe B
MYHUIIMTIATLHOM  OIOJDKETHOM  00IIe0Opa3oBaTeIbHOM  yUpeXACHUH  BBICTpsSHCKOW  cpemHein
obmeoOpazoBarenpHOl mmikone Nel5 (mamee — Illkoma) (mamee - Illkoma). Yka3zaHHBIE YTpO3bl MOTYT
HUCXOIUTh OT MCTOYHHMKOB, HWMEIOIIMX AaHTPOINOTE€HHbIA, TEXHOTEHHBIN WM CTHUXHUHBIM XapakTep H
Bo3aeiicTByromux Ha ys3pumoct MCII/H, xapakrepnsle mia nanHod MCII/IH, peanusys TeM caMbIM
yTpo3bl HH(GOPMALIMOHHON 0€30M1aCHOCTH.

2.B Mopgenu naercs o6o6mmenHoe onucanue MCII/IH, cocTas, KaTeropuu u mnpeanoiaaraeMbiii 00bemM
obpabateiBaembix [1/1H ¢ mocneayromieit kinaccudukarueit UCITH.

3.Mojenp ONUCHIBACT NOTEHIMAIbHOTO HapymuTens Oe3zomacHoctu II/IH w  moxxoasl 1o
OTIpe/ICNICHUI0 aKTyaJIbHOCTH YIpO3 C YYeTOM BO3MOXKHOCTEM HapyLIUTENs U OCOOCHHOCTEM KOHKpPETHOM
NCII/n.

4.Hacrosimias  Mognens  pa3paboTaHa B COOTBETCTBHM ¢ TpeOoBanusiMu  DepepanbHOTO
3aKOHOJIATEIbCTBA U (he/iepaIbHBIX OPTaHOB M0 3alUTE MEPCOHATBHBIX JAHHBIX.

II. XapakTtepucrunka o0bexTa HHpOpMaTH3ALUH

1. B xauecTBe 00BbeKTa HHPOPMATU3ALUH IIKOJIbI BHICTYIIAIOT aBTOHOMHBIE aBTOMAaTHU3UPOBAaHHBIE
paboune mecta (APM).

2. BBoJ nepcoHaIbHBIX JaHHBIX OCYLIECTBIIAETCS KaK ¢ OyMa)KHBIX HOCUTENEH (Hanpumep,
JOKYMEHTOB, Y10CTOBEPSIOLINX JIUIHOCTh cyObekTa [1/IH), Tak U ¢ 3eKTpOHHBIX HOCUTENIEeH NH(DOPMAITUH.
Kareropun nepcoHanbHbIX JaHHBIX: (paMUIIUs, UMs, OTYECTBO, T'OJ] POXKJICHUS, MECSL] POXKICHHUS, aTa
POXKJIEHUsI, MECTO POKICHUS, aJIpec, cCeMeiHOe MooKeHue, o0pa3oBaHue, mpodeccus, COCTOSHUE
3]10pOBbS;

3. UCITJn npeanonaratot pacnpeneneHuyto (Ha APM) o6pabotky u xpanenue I1/1H.

4. Tlepconanbubie nannbie cyobekToB [1JIH MmoryT BeiBoauThCs 13 MCII/H ¢ niensio nepegaun
HEPCOHANBHBIX JaHHBIX CYOBEKTOB YUPEKICHHUS, KaK B 3JIEKTPOHHOM, TaK U B OyMa)>KHOM BHJIE.

5. Konrponupyemoii 3on0i (K3) UCII[IH sBisitoTcss 3maHusi M OTAENbHBIC MoMenieHus. B mpenemax
KOHTPOJMPYEMOW 30HBI HaXOJAATCS pabodyue MecTa IMOJb30BaTeled W MecTa XpaHEHUs apXUBHBIX KOIHIMA
NaHHBIX, CETeBOE U TeJeKoMMYyHukanuoHHoe obOopynoBanue MCII[IH. Bue KoHTponupyemon 30HBI
HAXOJATCSl JIMHUM NepeAayd JAaHHBIX U TEeJIIEKOMMYHHKAIIMOHHOE O0Opy/IOBaHHE, HUCIOJIb3yeMOe JUIs
HH()OPMAITMOHHOTO OOMEHA IO CETSAM CBSI3W OOIIEro TMOJb30BaHUS W (WMJIM) CETSIM MEXIYHapOIHOTO
UH(POPMALIMOHHOTO OOMEHa.
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ITI. Cocras, kaTeropuu U 00beM MEPCOHAJIBHBIX JAHHBIX, ONPee/IeHHe YPOBHA
3alMIIEHHOCTH MEePCOHAIBHBIX JaHHBIX

1. Ha ocHoBe xapakTepucTuk U ocoOeHHocTel ucrnonb3dyeMblx MCIIJIH u oOpabaThiBaeMbIX B HHUX
MEPCOHANBHBIX JIaHHBIX, MOXKHO KOHCTaTHpPOBaTh, YTO IE€pPCOHaJbHbIE JaHHble cyObekToB [I/IH,
oOpabaTbiBatoTcs B YUpeKJICHUHM HWHPOPMALMOHHOW CHCTEMOMH, oOpabarbiBaromieil OO0Iea0CTyTHbIE
MepCOHANbHBIE JTAaHHBIE, a TaKXKe CUCTEeMOW, 00pabaThIBalollell MHbIE KAaTETOPUHU MEPCOHAIBHBIX JaHHbIX,
CIEIMAJIbHBIE KaTErOpUU IEPCOHAIbHBIX JaHHBIX. buomerpuueckue nepcoHanpHbele naHHble B MCII/H
VYupexenus He 00padaThIBAIOTCA.

2. na UCIIAn Ilxonel aKTyaJbHbl Yrpo3bl 3 THUOA - YIpoO3bl, CBSI3aHHBIE C HAJIUYUEM
HEJOKYMEHTHUPOBAHHBIX  (HEIEKJIapUpPOBAaHHBIX)  BO3MOXHOCTEH B  MPHUKIATHOM  MPOTPaAaMMHOM
o0ecrieyeHnr, HCMoIb3yeMOM B HHpopManuoHHOM cucteme. CoriacHO NOAMYHKTY «O» myHkta U
«TpeboBanuii K 3ammMTe MNEPCOHANBHBIX JAHHBIX NP UX 00paboTke B MHGOPMAIMOHHBIX CHCTEMax
nepcoHanbHbIX JMaHHbIX» Juid MCIIJIn Llkonsr TpeOGyercst oOecneunTh 2-uil ypOBEHb 3allUIIEHHOCTH
MEPCOHANBHBIX JTaHHBIX MPHU UX 00paboTKe B MHPOPMAIIMOHHON cHcTEME.

IV. Crnoco0bl HapyLIeHUsI XapaAKTePUCTHK 0€30I1aCHOCTH MEePCOHAIBLHBIX JAHHBIX

Hcxons u3 nepevHs nepcoHaIbHbIX JaHHbBIX, o0pabarbiBaeMbix B CII/IH, CyliecTBYIOT cienyromue
CrocoObl HapyIIECHUs XapakTepucTuk oezonacHoctu [1J[H:
- XUILEHUE NEPCOHABHBIX JAHHBIX COTPYAHUKAMH Y UPEXKACHUS ISl UCIIOJIb30BAHUS B KOPBICTHBIX LIEJIAX;
- mepenavya GUHAHCOBOM, aipECHOM, IOPUANYECKON 1 npouei nHpopmanuu o cyonrekre [1J{H TpeThum
JMLAM;
- HECaHKIMOHMPOBAHHOE ITyOIMYHOE pa3IiIallleHue MePCOHABHBIX TaHHbBIX, CTABIINX
U3BECTHBIMU cOTpyAHUKaM [lIkobr;
HECaHKIIMOHMPOBAHHOE IIOJIYYEHHE TEPCOHAIBHBIX JAHHBIX TPETBUMH JIMLAMU;
YHUYTOXKEHUE (PMHAHCOBOMH, apecHOi U npovel uHpopmauuu o cyobexre I1/1H,
OyiokrpoBaHue (PUHAHCOBOM, aTpecHON u npouei napopmanuu o cyonrekre [1/1H;
BBOJI HEKOPPEKTHOW (PMHAHCOBOMA, aipecHO 1 npoueit napopMmaryu o cyonsexte [1/1H;
nepesaya HEKOPPEKTHOH (pUHAHCOBOM, aapecHol u mpoueit nHdopmarun o cyosexre I1/1H;
UCKa)KEHUE apXUBHOW MHpopmanuu no cyorexry [1/1H;
YHUYTOKEHUE apXHUBHOM nHpopManuu no cyobekry [1/1H.
V. ¥Yrpo3sl 0€301aCHOCTH NEPCOHAJIBHBIX JAHHBIX, IIPH UX 00paldoTKe B
HH(OPMALMOHHBIX CHCTEMAaX MEPCOHAJBHBIX JAHHBIX
1. Iox yrpo3amu 0e30macHOCTH NEPCOHABHBIX JaHHBIX MpH ux oopadotke B MUCIIIH

MOHUMAETCsl COBOKYITHOCTh YCIOBUHN M (DaKTOPOB, CO3/IAIOIIMX MOTEHIUAIBHYIO UM peabHO
CYIIECTBYIOIIYIO OMTACHOCTb, CBSI3aHHYIO C YTEUKON MH(POpMAIUH U (MJIH) HECAHKIIUOHUPOBAHHBIMU U
(unK) HempeTHaMepeHHBIMU BO3JIeHiCTBUAMU Ha Hee. Takum oO6pa3om, yrpo3sl 6e3onacHocTy [IJIH mpu ux
o0paboTke B UCII/IH MoryT OBITh CBSI3aHBI KaK ¢ HeMpeaHaMepeHHbIMU JeicTBussMU niepconana UCII /I,
TaK U CO CIELHUAIBHO OCYIECTBISIEMBIMU HENIPABOMEPHBIMU JAEUCTBUSMHU OTAEIBHBIX OPraHU3alui U
rpaXkaaH, a TaK)Ke UHBIMU UCTOUYHUKAaMHU yrpo3. HenpaBomepHbie 1eHCTBUS MOTYT UCXOAUTH TaKXKe U OT
coTrpyaHuKOB llIIKOJBI B Cilydae, KOT/1a OHM pPacCMaTpPUBAIOTCS B KAYECTBE INOTEHIIMAIBHOTO HApYIIUTENs
6e3omacHoctu I1/IH.

2. B nensx popMupoBaHHs CHUCTEMAaTU3MPOBAHHOTO MepeuHs yrpo3 OezomacHoctu IIJIH mpu ux
obpabotke B MCII/IH 1 pa3paboTke Ha MX OCHOBE YAaCTHBIX (JI€TATM3UPOBAHHBIX) MOJIETEeH MPUMEHUTEIBHO
K KoHkperHoMy Buay MWCII[H, yrpo3sl Oe3omacHOCTH MepcoHaidbHbIM JaHHBIM B MCII/IH MoXHO
KJIaCCU(UIIUPOBATH B COOTBETCTBUH CO CIEAYIOIIMMHU PU3HAKAMHU:

- II0 BUJAaM BO3MOXKHBIX HCTOUHHUKOB yTPO3;
- no tuny MUCII/IH, Ha KOTOpBIE HAITpaBJIEHA peaU3allusl yIrpo3;
- IO BUJY HapylIaeMoro CBOMCTBa MH(pOpMalUH (BUy HECAHKIIMOHUPOBAHHBIX JIEHCTBUH,
ocymecTBisieMbix ¢ [1/1H);
- 1o crnoco0aM peayin3aluy yrpos;
- IO HCIOJIb3YEMOU YSA3BUMOCTH;
- 10 0OBEKTY BO3ICUCTBHSL.
3. s UCTI/IH cymecTBYIOT cieayromue Kiiacchl yrpo3 6e3omnacHoctu I11/IH:
- Ilo BugAamM BO3MOKHBIX HCTOYHHKOB YIPO3 0€30NaCHOCTH IEPCOHAJBHBIX JAHHBIX
yTPO3bl, CBA3aHHBIE C MIPEIHAMEPEHHBIMU WIH HENPEeTHAMEPEHHBIMH JIEHCTBUSMHU JIULI, UMEIOITUMHU
noctyn k P UCIT/In, BKiItOUas mojib30BaTeNel, peanusytoniye yrpo3sl HenocpeactseHHo B UCII/1x;
- YIpoO3bl, BOBHUKHOBEHUE KOTOPBIX HAIPSIMYIO 3aBHCHUT OT CBOMCTB TEXHUKH, HcrionbzyeMoil B UCII/H;
- yIpO3bl, CBA3aHHBIE CO CTUXUNHBIMU IPUPOJHBIMH SIBICHUSIMMU.



Kpome 3Toro, yrpo3sl MOTyT BO3HUKATh B PE3YJIbTATE BHEAPEHHUS ANIMAPATHBIX 3aKIaJ0K U BPETOHOCHBIX
IIPOrpaMM.
- Ilo Tuny UCIIIH, Ha KOTOpPbIEe HATIPABJIEHA YIPoO3a:

ITo crpykrype UCII/IH, Ha KOTOpBIE HaMpaBiieHa yrpo3a, HE0OX0IMMO paccMaTpUBaTh CIICIyIOIIUe
KJIACChl YTpo3:
- Yrpo3sl 6e30MacCHOCTH JaHHBIX, oOpadarsiBaeMbix B MCIT/IH Ha 6a3e aBTOMaTH3UPOBaHHBIX PabOUYMX
MECT;
- Ilo cmocobam peasiuzanum yrpo3

[To criocobam peanusaiiy yrpo3 BeIIEISIOT CIEAYIONINE KIacchl yrpos:
- yrpo3bl, CBSI3aHHBIE C HECAHKIIMOHUPOBAHHBIM J0cTynoM K [1/1H (B ToM uuciie yrpo3sl BHEAPEHUS
BPEIOHOCHBIX IIPOIpPaMM);
- yrpossl crenuanbHbix Bo3aencTuid Ha UCIIJIH.
- Ilo Buay Hapymaemoro cBoiictBa uHGopMauum (HeCAHKIIMOHUPOBAHHBIX AeHCTBHIA,
OCYHIECTBJISIEMBIX € MEPCOHAJTbHBIMHU JAHHBIMH)

[To By HECAHKIIMOHUPOBAHHBIX JEHCTBUM, OCYLIECTBIIIEMbIX C IEPCOHATILHBIMH JJaHHBIMH, MOKHO
BBIJICJIUTH CIEAYIOIIMN KJIacC yrpo3:

yIpo3bl, IPUBOJSIINE K HApYLIEHUIO KOHpUAeHuuanbHocTH [1J{H (konupoBaHuio win

HECaHKIIMOHUPOBAHHOMY PaclpOCTPaHEHHIO), IPU peaIn3allii KOTOPBIX HE OCYILECTBISACTCS
HEIOCPEICTBEHHOT0 BO3/ACUCTBUSA Ha CoJiepKaHue HHPOpMaIHH;
- Yrpo3bl, IPUBOJAIINE K HECAHKIIMOHUPOBAHHOMY BO3JCHCTBHIO Ha CO/iepkaHue UH(pOpMAIUH, B
pe3yapTaTe KOTOPOTO IPOUCXOAUT U3MEHEHNE JAHHBIX WM UX YHUYTOXKEHUE;
- yIrpo3bl, IPUBOJSAIINE K HECAHKIIMOHUPOBAHHOMY BO3/IEMCTBUIO HA MPOTrPAaMMHBIE WJIM MPOTPAMMHO-
annapatHsie aneMenTsl UCIIJIH, B pe3yabTaTe KOTOPOro OCyIecTBIseTCs OJI0KMPOBaHUE TaHHBIX.
- Ilo ncnmoJib3yeMoi ysI3BUMOCTH BbIICIAIOTCH CJIeIYIOIIHe KJIACChl yIPo3:
- YIpO3bl, peain3yeMble C UCTIOIB30BAaHUEM YSI3BUMOCTH CUCTEMHOTO mporpammuoro ooecneuenus (I10);
- YIpoO3bl, peajiu3yeMbl€ C UCIIOIb30BAHUEM YSA3BUMOCTH NpuKiIaaHoro [10; - yrpo3bl, BO3HUKAIOLIUE B
pe3yJibTaTe UCIOIb30BaHUs YSI3BUMOCTH, BbI3BaHHOW HatmuneMm B MCII/IH annmapaTHOM 3aKiIaaky;
- YIpO3bl, pean3yeMble C UCIIOJIB30BAaHUEM YSA3BUMOCTEN MPOTOKOJIOB CETEBOIO B3aNMOJECHCTBUS U
KAHAJIOB MI€peIaun JaHHBIX;
- yYIpoO3bl, BO3HUKAIOIIUE B PE3YJIBTATE UCIOIb30BAHNS YSI3BUMOCTH, BEI3BAHHOW HEIOCTATKAMHU
OpraHM3aINK TEXHHUYECKOH 3alIUThl HHPOPMAIH OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;
- yYIpo3bl, peaiu3yeMble C UCIOIb30BAaHUEM YSA3BUMOCTEH, 00YCIOBIMBAIOIINX HATTUUYNE
TEXHUYECKUX KAaHAJIOB yTeUKU HHPOpMAIIUY;
YIpO3bl, peaTU3yeMble C UCIOIb30BAaHUEM YSA3BUMOCTEH CPEJCTB 3aIUThI HH()OPMALUH.

ITo 00beKTy BO31eiicTBUS BbIACJAOTCA CJeAYIOLINEe KIACChl YIPO3:
yrpo3sl 6e3omacHocTu [1/]H, o6pabaTsiBaeMbix Ha APM;
yrpo3sl 6e3onacHocTH [1/1H, nepeaaBaeMbIX MO CETSAM CBSI3H;
yTPO3bI MIPUKJIAIHBIM IPOrpaMMaM, ¢ TIOMOIIbI0 KOTOPBIX oOpadateiBatorcest [1/1H;
yrpo3sl cucteMHomy 110 obecnieunBaromemy ¢ynkionupoanue VCIT/IH.
VI. XapakTepucTnka HCTOYHUKOB yIpo3 0e30nacHOCTH nepcoHaJbHbIX JaHHbIX B UCII/IH
B otnomennn UCIIIH MOTryT CyliecTBOBaTh TPU THIIa HCTOYHUKOB Yrpo3 OezonmacHoctu I1/H:
1. AHTpoOIIOT€HHbIE UCTOUHUKH yTpo3 Oe3onacHoctu [1/1H.
2. TexHOTeHHbIE HCTOYHUKH Yrpo3 O6e3omacHoctu [1/1H.
3. CruxuiiHble UCTOYHUKH yrpo3 6e3onacHocTH [1/1H.
- AHTpONOreHHbIe HICTOYHMKH yIpo3 O6e3onacHocTu I1/In

B kauectBe anTponorenHoro uctounuka yrpos st UCI1[An Heo6xoauMo paccMaTpuBaTh CyObeKTa
(JIMYHOCTB), HMEIOIIEr0 CAHKIMOHUPOBAHHBIA WM HECAaHKIIMOHMPOBAHHBIA JOCTYI K pabore co
mratieivMa  cpeactBamu VICII[IH, neicTBUST KOTOPOTO MOTYT NPHUBECTH K HAPYIICHUIO O€30MacHOCTH
IEPCOHANBHBIX JAaHHBIX. AHTPOIIOTE€HHbIE UCTOUYHUKHU yrpo3 mo oTHomeHuto k MCIIJIH MoryT ObITh Kak
BHEIIHUMH, TaK U BHYTPCHHUMH

Cpeny BHEIIHUX aHTPONOTE€HHBIX UICTOYHUKOB MOYKHO BBIIACIUTH CIIydallHbIE U IIPEIHAMEPECHHBIC
VCTOYHUKU.

Crnyuvaiinple (HelpeIHAMEPEHHbIE) HCTOYHUKM MOTYT MCIIOJIb30BaTh TaKUE YS3BUMOCTH, Kak
omuOKHu, coBeplieHHble npu npoektupoBanuu MCII[IlH u ee »yeMeHTOB, OMIMOKH B IMPOTrPAMMHOM
o0ecrneyeHny; pa3IndHoro poaa cOou M OTKasbl, MoBpexaeHus, nposigemele B MCII/IH. K Takum
MCTOYHHUKAM MOKHO OTHECTH IIEPCOHAJ IIOCTABIIMKOB Pa3jIMYHOIO poja YCIyr, IEPCOHAT HAaA30PHBIX



OpraHu3alyil U aBapuiHbBIX cinyk0 u T.1. JleificTBus (yrpossl), MCXOZSIINE OT AAHHBIX MCTOYHHMKOB,
COBEPIIAIOTCS M0 HE3HAHHUIO, HEBHUMATEIBHOCTH WM XaJaTHOCTH, U3 JIFOOOIBITCTBA, HO O€3 3JI0T0 yMBICTA.
[IpenHaMepeHHbIE HMCTOYHUKHM NPOSBISAIOTCS B  KOPBICTHBIX YCTPEMIICHUSAX HapyLIUTENEH.
OcHoBHasl 11eJ1b TAaKUX UCTOYHHMKOB - YMBIIIJIEHHAs J1€30praHu3anus padboTsl, BbIBOJ cucteM OpraHu3anuu
U3 CTpOsi, UCKakeHue nHpopmanuu 3a cyeT npoHukHoBeHus B MCIIJIH myTeM HecaHKLMOHHPOBAHHOIO
JOCTYTIA.

BHyTpeHHUMH HMCTOYHHMKAMM, KaK IPaBUJIO, SIBJISIFOTCS CHELUAIMCTHI B 00JIACTH MPOrPaMMHOIO
o0ecrieyeHUss M TEXHMYECKMX CPEJICTB, B TOM YHCIE CPEICTB 3alllUThl HMH(OpManuu, HMEIoLMe
BO3MOXXHOCTH MCIIOJIb30BaHMS ILITATHOTO 00OPYI0BaHUS U IporpaMMHo-TexHuueckux cpeacts UCITAn. K
TaKUM MCTOYHUKAM MOXHO OTHECTH OCHOBHOM IIe€pCOHal, IpeAcTaBUTeNel Cily»k0 Oe3omacHOCTH,
BCIIOMOT'aTEJIbHBIN U TEXHUYECKUM IIEPCOHAI.

Jl1 BHYTPEHHUX UCTOYHUKOB YIpO3 0C000€ MECTO 3aHUMAIOT YIpo3bl B BHJIE OLIMOOYHBIX
neiicTBUs U (WIK) HapylIeHU TpeOOBaHMN IKCIUTYyaTallMOHHON M MHOW JOKYMEHTAIMH COTPYIHUKAMHU
Yupexnenus, umeromux goctyn k UP MCII/Ix. K mogoOGHBIM yrpo3am, B 4aCTHOCTH, OTHOCSTCS: -
HEIPEAYMBIIUICHHOE UCKAKEHHUE WU yIAJIEHUE IIPOrPAMMHBIX KOMIIOHEHTOB;

- WTHOPMPOBAHUE OPraHU3aLMOHHBIX OrPaHUYEHUH (yCTaHOBICHHBIX IIPAaBUII) IpU paboTe ¢ pecypcamu
NCII/IH, BKiTrO9as cpeAcTBa 3amuThl HHGOpManuu. B qacTHOCTH:
- HapylIEHHUE NpaBWJI XpaHEeHUs! HHYOpMaK OrpaHUYEHHOTO JOCTYIIA, UCIIOIb3yEeMOil pH
IKCIUTYaTaIlH CPEACTB 3aIUThI HHQOpMAIUHU (KIFOYeBOW, TAPOIBHON U ayTeHTH(DUIIMPYFOIIeH
nHpOpMaInN);
- TPEJ0CTaBICHHE MOCTOPOHHUM JIMIIAM BO3MOXXHOCTH JJOCTYTIA K CPEACTBAM 3aIlIUThl HHPOPMALIUH, a
TaKXe K TEXHUYECKUM U IIPOrPaMMHBIM CPEJICTBaM, CHOCOOHBIM IOBJIHSTH Ha BHIIIOJIHEHUE
NPEIbABISEMBIX K CPEICTBAM 3aLIUTHI HH(OpMAIMK TPeOOBAHUIA;
- HacTpoiKa U KOH(PUIYpHUpOBaHUE CPEACTB 3alUThl HH(POPMALIUH, & TAKXKE TEXHUUYECKUX U
POTPAMMHBIX CPEJICTB, CIIOCOOHBIX MOBIHATH HA BHIIIOJHEHUE TPEABABIISIEMbBIX K CPEJCTBAM 3aIIUTHI
uHpopMaLuu TpeOOBaHUH, B HApYIIEHUE HOPMATUBHBIX U TEXHUYECKHUX JIOKYMEHTOB;
- HecooOIIeHue o (hakTax yTparbl, KOMIPOMETAIMH KIFOYEBOM, APOIBbHON U ayTeHTU(UIUPYOILEi
uH(dOpMAaINH, a TAKXKE JIFOOOH Ipyro HHPOPMAaIMA OTPAHUYEHHOTO JOCTYIIA.

Haunbonbryro onacHOCTh NPEACTABIIAIOT NIPEAHAMEPEHHbBIE YTPO3bI, HCXOAIINE KaK OT BHEITHUX,
TaK U OT BHYTPEHHUX aHTPONOIE€HHBIX NICTOYHHUKOB.

Heobxonumo paccmaTpuBath CleIyIOIINE KIACChl TAKUX YIPoO3:

- YIpo3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMU AEUCTBUAMHU null, uMmeromumu aoctyn k MCIIAH, BKimoudas
nonb3oBarenel UCIIJIH 1 UHBIX COTPYIHHUKOB YUpEXIACHUS, PEATN3YIOIMMH YTPO3bl HETIOCPEACTBEHHO B
NCIIH (BHYTpEHHUI HApyIIUTEIND);

- yIpO3bl, CBSI3aHHBIE C MPEIHAMEPEHHBIMU ACHUCTBHAMHU Jull, HEe umermmMmu goctyna k WMCII[AH u
peaTu3yoMUMH YTPO3bl U3 BHEIIHUX CeTe CBA3M OOIIEro MOJb30BAHUS MM CeTe MEXIyHapOJHOTO
MH(OPMAaLIMOHHOTO 0OMEHa (BHEIIHUN HApyIIUTENh);

- YIpo3bl, CBA3aHHBIE C INPEAHAMEPEHHBIMU JEHCTBUAMHU UL, He uMmerommumu gocryna k MCIIAr un
peanusyromuMu yrpo3sl no TKY U.

- TexHoreHHble HCTOYHMKH Yrpo3 OezonacHocTu I11H

TexHOreHHblE MCTOYHUKU YIPO3 HANpsMYyHO 3aBUCSAT OT CBOMCTB TE€XHHUKHU. [laHHBIE MCTOYHUKH
TaKXe MOTYT ObITh KaK BHELTHUMU, TaK U BHYTPEHHUMH.

K BHemHuM HCTOYHHMKAM OTHOCSTCS UH(pacTpykTypHble 3nemeHThl WCIIJIH: cpeactBa cBszu
(TenedoHHBIE JMHUM, JMHUM NepeAayd JaHHBIX W T.O1.), CETH MHXEHEPHbIX KOMMYHMKALUN
(BomocHabOxeHne, KaHATU3aIHsl, OTOTUICHHE U TIp.).

K BHYTpEHHMM HMCTOYHHMKAM OTHOCSTCS HEKaYE€CTBEHHBIE TEXHUYECKHE M MPOTpaMMHBIE CPEICTBA
00paboTkn WH(pOpMAIHK, BCIOMOTATeIbHBIE CpeAcTBa (OXpaHbl, CUTHAIM3ALUH, Teile(GoHHUH), ApYyTHE
TexHu4eckue cpencrsa, npumensembie B MCII/IH, a Takke BpeAOHOCHOE MPOrpaMMHOE OOecreyeHue U
anrapaTHble 3aKJIaIKH.

ArnmaparHas 3aKjajKa

AnmnapaTHble 3aKJIaJKd MOTYT ObITh KOHCTPYKTUBHO BCTPOCHHBIMU U aBTOHOMHBIMH. ANNapaTHbIE
3aKJIaJJKH MOTYT PEaJn30BaTh yTPO3bl:

- cbopa u Hakoruienus [1/11, o6padareiBaembix u xpanumbix B UCIIH;
- (opmuposanus TKYU.

B cmiry oTMEUEHHBIX CBOWCTB ammmapaTHBIX 3aKiIaJoK d((EeKTUBHAs 3alIUTa OT HUX MOXET OBITh
o0ecreyeHa TOJBKO 3a CYET TIIATEJILHOTO ydeTa MX CHEeUM(pUKH M COOTBETCTBYIOIIEH OpraHu3aluu
TEXHUYECKOM 3aUThl HHQOPMAIMH HA BCEX CTAAMAX sku3HeHHoro mmkia MCIT1H.

Hocwurens Bpe1oHOCHOI pOrpaMMel



B xauectBe HOcuTens BpenoHocHo nporpamMbl B MCII/IH MOXeT BBICTYNaTh anmnapaTHBINA 3J1€MEHT
CPEICTB BBIUMCINUTENbHOM TexHUKU M3 coctaBa VMCII[n wnm I10, BbImONHSAIOLIEE POJb MPOrPaMMHOIO
KOHTEHHepa.

Ecnu BpemoHocHasi mporpamma He acCOLUUUpPYETCsl ¢ KaKOW-IH0O MPUKIAAHONW MpOrpaMMoil u3
cocraBa cuctemHoro wiu oouero ITO UCII/IH, B kauecTBe €€ HOCUTENS BBICTYIIAIOT:

- BHEIIHUN MalIMHHBIN (OT4YK/IaeMblil) HOCUTENb, T.€. IUCKETa, ONTUYECKUN AUCK, Ta3epHBINA AUCK, (IIIII-
MaMsITh, BHEIITHUM )XECTKUH IUCK U T.II.;

- BCTpPOEHHBbIE HOCUTENU MH(pOpMalMU (KECTKUE TUCKH, MUKPOCXEMBI ONEPaTUBHON MaMATH, MPOLIECCOp,
MHUKPOCXEMBbI CUCTEMHOM TIAThl, MUKPOCXEMBI YCTPOUCTB, BCTPAUBAEMbIX B CHCTEMHBIH OJIOK YCTpOicTBa -
BUJICOaJaNTepa, CETEBOM MIIaThl, yCTPOUCTB BBOJA/BBIBOJA U T. 11.)

- MHKpPOCXEMBbI BHEIIHUX YCTPOUCTB (MOHUTOpPA, KIaBUATYpPbl, IPUHTEPA, IUIOTTEPA, CKAaHEPA U T.IL.).

B toMm ciywae, eciau BpeloHOCHAs! IMporpaMMa MOXKET OBITh MPOACCOLMUPOBAHA C CUCTEMHBIM HIIN
obmum [10, ¢ daiinamu paznuyHON CTPYKTYpHl WIM C COOOLICHHUSMH, TEpEIaBaeMbIMU IO CETH, TO €e
HOCHTEJIEM SIBIISIIOTCA:

- makeTsl nepenaBaeMbix 1o cetu UCII/{x cooOmeHuni;
- (haitsbl (MCTIOTHSAEMBIE, TEKCTOBBIC, rpa)UIeCKUe U T.J1.).

IIpy BO3HMKHOBEHMM YrpO3 M3 JaHHOW TIpyNIbl MOSABISETCS MOTEHLUUAIbHAsI BO3MOKHOCTb
HapyIICHUS KOH(HUICHIUAIBHOCTH, IEIOCTHOCTH, JOCTYMHOCTH U JIPYTHMX XapaKTEPUCTHK O€30MacHOCTH
TTJ1H.

CruxuiiHble MCTOYHUKHU Yrpo3 Oe3onacuoctu I1/In

CTuxuiiHple UCTOUYHUKU yTpo3 OTJIMYAeTCsl OOJIBIIMM pa3HOOOpasMeM M HEeNpeaCKa3yeMOCThIO U
ABIIAIOTCSA, Kak IPaBWJIO, BHEUIHHUMH II0 OTHOLIEHHIO K YupexaeHuto. [log HuMmu, mpexnae Bcero,
paccMaTpuBarOTCs pa3IMYHbIE MIPUPOIHBIE KaTAKJIU3MBbI: MOKaphbl, 36MJIETPACEHNUs, yparaHbl, HABOJAHECHHU.
Bo3HUKHOBEHHE 3TUX UCTOYHHKOB TPYAHO CIIPOTHO3MPOBATH U UM TSDKEIO NMPOTUBOJECHCTBOBATH, HO IMpPH
HACTYIJICHUH MOJ00HBIX COOBITUI HapymaeTcs mTatHoe ¢pyHkunonupoBanue camoit UCII/IH u ee cpencts
3alUThl, YTO NOTEHIUAIbHO MOXKET NPUBECTH K HapyLIEHUI0 KOH(QUACHIHMAIbHOCTH, IEJIOCTHOCTH,
JOCTYITHOCTH U JIPYTUX XapaKTepUCTUK Oe3omacHocTH [1/1H.

3ammra OT yrpo3, UCXOSIIMX OT TEXHOT€HHBIX W CTUXUHWHBIX HCTOYHHMKOB YIpo3 O€30MacHOCTH
[1/1H, permamMeHTUpyeTCS HMHCTPYKIHMSIMH, Pa3paOOTaHHBIMU U YTBEP)KJIECHHBIMH OIEPAaTOPOM C y4YeTOM
ocobenHocTeit akcmryaranun UCI/IH.

VII. Moaeab HapymiuTeasi 0€30IaCHOCTH MEPCOHAIbHBIX JaHHBIX

1. AHanu3 BO3MOXKHOCTEH, KOTOPBIMU MOXKET 00JIaZiaTh HApyIIUTENb, IPOBOAUTCS B paMKaX MOJIEIH
HapyLIUTENS.

[Tpu pa3paboTke MOAETH HAPYIIUTENs 3a(h)UKCUPOBAHBI CIICAYIOIINE OT0KEHHS:

- besomacnocts [1/In B UCII/IH obecnieunBaercs cpenctBamu 3amuthl nHpopmanmu MCIIIH, a Taxke
UCTIONB3YEMBIMU B HUX MH(POPMAITMOHHBIMH TEXHOJOTHUSAMHU, TEXHUIECKUMH U TIPOTPAMMHBIMHU CPEJICTBAMH,
YAOBJIETBOPSIOUIMMHI TpPeOOBAaHUSAM IO 3alIUTe HMH(DOpPMAlMM, YCTAHABIMBAEMBIM B COOTBETCTBHH C
3aKkoHoJaTenbCcTBOM Poccuiickon denepannu;

- CpenctBa 3ammtel uHbopmaruu (C3M) mratHO (GYyHKIHOHUPYIOT COBMECTHO C TEXHUYECKUMU U
NPOTPaMMHBIMU  CPEJICTBAMH, KOTOpBIE CIIOCOOHBI TMOBIUATH Ha BBINOJNHEHHE NpeabsBiaseMbix k C3U
TpeOOBaHUA;

- C3U ne moryt obecmeunth 3amuty II/[H OT neicTBUil, BBIMONHAEMBIX B paMKax MpPEJOCTaBICHHBIX
cyObekTy nmeiictBuii mosmHOMOuHi (Hampumep, C3UM He MoxeTr obGecrmeunts 3ammuty [IJ[H oT packpbiTus
JULAMH, KOTOPBIM ITPEIOCTABIIEHO NPABO HA JOCTYI K 3TUM JAHHBIM).

2 .Onucanue HapyluuTenei.

C TOuKkHM 3peHMs HaJIM4us MpaBa IMOCTOSHHOTIO WM Pa30BOr0 JOCTyIa B KOHTPOJIHUPYEMYIO 30HY
(K3) oobexroB pasmemenus MCII/In Bce ¢usmueckue nuia MOTyT ObITh OTHECEHBI K CIEAYIOIIMM JIBYM
KaTeropusiM:

- karteropus | - nmuiia, He UMEIOIIME TTpaBa 10CTyna B KOHTpoJupyemyto 300y UCITH;
- kareropus Il - nuia, uMeromue npaso goctymna B KoHTposaupyemyto 300y UCII/IH.
Bce noreHnmanpHple HApYLIIUTENN MOAPA3AEIISIFOTCS Ha!
- BHEIIHMX HapylIUTENIEH, OCYIIECTBIAIOIUX aTaky U3-3a NpeAeaoB KoHTpoaupyemoi 30ub1 MCII/IH;
- BHYTPEHHHMX HApYyIIMTENEH, OCYIIECTBISIOIIMNX aTaKh, HAXOAACh B IPEAENiax KOHTPOJIUPYEMOW 30HBI
UCIIIH.

B kadecTBe BHENIHEr0 HAPYILIUTENSI KpOME JIML KaTEropuu | TOKHBI pacCMaTpUBATHCS TAKKE JIMIIA
kareropuu II, Haxonsamuecs 3a npeaenamu K3.

B otnomennun MCII/IH B kauecTBe BHEIIHETO HAPYIIUTENSIMUA U3 YUCTIA UL KAaTETOPUU | MOTYT BBICTYIIATh:



obiBIIME cOTpyAHUKH [1IKOIBI;
MMOCTOPOHHUE JIMIIA, MBITAIONIUECS MOTYYuTh AocTyn K [1/IH B MHUIIMATUBHOM TOPSIKE;
MIPEICTABUTENH MPECTYTHBIX OpraHU3aLMM.

BHemnuii HapyImuTeIb MOXET OCYLIECTBIIATS:
nepexBaT oOpabareiBaeMbix TexaumdeckuMu cpeactBamu MCIIAn T1/IH 3a cyer ux yreukn mo TKYU ¢
WCIIOJIb30BAHUEM IOPTATUBHBIX, BO3UMBIX, HOCHMBIX, & TAaKXX€ ABTOHOMHBIX aBTOMAaTUYECKHX CpPEJICTB
pa3BeAKH CepHItHON pa3paboTKy;
- JIECTPYKTHUBHBIC BO3JCHCTBUA Yepe3 neMeHThl nHbopmanronHoi uappactpykrypsl UCII/IH, koTopsie B
IPOLIECCE CBOEr0 KU3HEHHOIO0 LHMKJIA (MOJAEpHU3ALMS, CONPOBOXKICHUE, PEMOHT, YTUIM3ALM)
OKa3bIBAaIOTCA 3a npeaenamu K3;
- HECAaHKIMOHHWPOBAHHBIA JOCTyNn K HWH(GOPMAIMU C HUCIHOJIB30BAHUEM CHEIHAIBHBIX MPOrPAMMHBIX
BO3JICUCTBUM IMOCPEACTBOM MPOrPaMMbl BHPYCOB, BPEJOHOCHBIX IPOTpaMM, aITOPUTMHYECKUX WIIN
MPOrpaMMHBIX 3aKIa/I0K;
- 1epexBar MH(pOpMAINH, NepeaBacMol M0 CEeTAM CBS3M OOILEro MOJIb30BaHMs WM KaHalaM CBSI3U, HE
3aIUIICHHBIM OT HecaHKImonupoBanHoro nocryna (HCJI) k uHbopMaIiuu opraHu3aiuoOHHO-TEXHHYECKUMU
MEpaMH;
- araku Ha UCIIIH myTeM peanu3anuu yrpo3 yAajJleHHOTO JOCTyTa.

BuyTpennuit Hapymurens (auna kareropuu 1) moapasaensercs Ha BOCEMb TPYIII B 3aBUCUMOCTH OT

crioco0a 1 MOTHOMOYHH ocTyna K nHpopmarmonusiM pecypcam (MP) UCTIH.

-K nepBoii rpynne oTHocATcs: cOTpyAHUKU 11IKOJBI, HE SBIAIOIIMECS 3apEeruCTPUPOBAHHBIMU
noJjip3oBatessiMu U He ponyieHHsle Kk P UCII/IH, HO umeromnye caHKIMOHUpOoBaHHbIN qoctyn B K3.

JIno naHHOW rpyNIbl MOKET:

- pacrosiaraTb MMEHaMU U BECTH BBISBJICHUE M1apOJIeH 3aperucTpupoBaHHbIX nosb3osareneit MCITH;

- U3MEHATh KOHPUTYpalHI0 TEXHUYECKUX cpeAcTB oOpabotku [I/[H, BHOCHTH mporpaMMHO-ammnapaTHbie
sakmagku B IITC UCIAH u obecneunBaTh CheM HHPOPMAIUK, HCIOJIB3Ys HEMOCPEICTBEHHOE
HOJIKJIIOYEHHE K TEXHUUYECKUM CpeIcTBaM 00paboTKU nHGOpMaIny.

- Ko Bropo#i rpymnme otHOcATcs 3apeructpupoBanHbie nonb3oBarenu MCIIAH, ocyuiecTBistomme
orpanndeHHbiii goctyn k MP UCII[H c pabodyero mecra. K 3Toil KaTeropuum OTHOCSITCS COTPYIAHHKHU
[xosnbl, umeronue npaBo goctyna K jokaibHbiM WP UCII[AH nns BBINOJHEHHS CBOUX JIOJKHOCTHBIX
00513aHHOCTEH.

JIM1o TaHHOW rPyMNIIbL:

- o0iagaeT BceMH BO3MOXHOCTSIMU JIMII IIEPBOM KaTEropuu;

- 3HAET, [10 MEHbIIEH Mepe, OJJHO JIETalbHOE UMS JOCTYIIa;

- obnamaeT BceMH HEOOXOAMMBIMHU aTpuOyTamMu (HampuMep, mapojieM), o0ecreyrBamuM 10cTyn Kk P

UCIIH;

- pacnonaraet [1/[H, K KOTOPBIM UMEET NOCTYIL.
- K Tperbeli rpymnme OTHOCATCS 3aperucTpupoBaHHbIE Mojib3oBaTenu mnojacucreM MCII/IH,
OCYIIECTBIsIIONIME yAaaneHHbIN goctyn K [1/{H nmo nokansHoi cetn LIIKOJIBI.

JIMo naHHOW rpyIbL:

- o0iagaeT BceMH BO3MOXHOCTSIMU JIMII BTOPOI KaTerOpHH;

- pacnonaraet unpopmarueii o Tornonoruu cetu UCIIIH u cocraBe Texamueckux cpenacts MCIIIH;

- HMMeEeT BO3MOXKHOCTh MpsMOro ((pu3MYecKoro) JoCTyma K OTAeIbHBbIM TexHudeckuMm cpeactBam (TC)

UCIIn.

- K detBepToil rpynme oTHocsATCA 3aperucTpupoBaHHbie nosib3oBarenn MCIIH ¢ noaHoMouusiMu

aamuHuctparopa 6ezonacnoctu UCIIH.
JIuo naHHOW TpyMIbL:
- obnmamaer monHOW wWH(pOpPMALKMEH O CHUCTEMHOM M TPHUKIAJAHOM IPOTPAMMHOM  OOECHEeYeHHUH,
ucnoas3zyemom B cermente MCIIH;

oOazaet NoJaHON HH(pOpMAIEel 0 TEXHUYECKUX cpelncTBax U KoHpurypauun cermenrta MCI1/1x;
MMEEeT JIOCTYI K CPeJICTBAM 3allUThl HH(POPMAIIUU U IPOTOKOJIUPOBAHHUS, & TAKKE K OTICIIbHBIM
3JIEMEHTaM, Hcnonb3yeMbIM B cermente MCIT/H;

HMMeEET JOCTYII KO BCEM TeXHH4YecKuM cpeactsam cermenta UCII/H;

o0namaeT mpaBaMu KOH(DHUTYpUPOBAHUS U aIMUHUCTPATUBHOW HACTPONKHM HEKOTOPOTO TMOIMHOMKECTBA
texHuueckux cpeacts cermenta UCII/IH.

- K msAToil rpymnmne OTHOCSTCS 3aperuCTpUPOBAHHBIC MOJIB30BATENHM C MOJHOMOYMSIMU CHCTEMHOTO
aJIMMHUCTPATOPA, BBIMOJHAIOMIETO KOH(DUTYpUpOBaHHWE U YIPaBJIEHUWE IMPOTPAMMHBIM O0eCleYeHHeM H
00opyI0BaHUEM, BKIIIOYast 000py10BaHKE, OTBEYAIOIIEE 32 OE30MMaCHOCTh 3alUIAEMOTr0 00BEKTa: CPEACTBA



MOHUTOPHUHTIA, PE3EPBHOTO KOIMPOBAHUS, aHTUBUPYCHOTO KOHTPOJIS, 3aIIMTHl OT HECAHKIIMOHUPOBAHHOTO
JIOCTYyTIA.

JIuo 1aHHOM TPyMNIIbL:

- o0ranaet nojaHou nHbopMalueit 0 CUCTEMHOM, crieliaabHOM U npukinagHoM [10, ucnonszyemom B
UCIIH;

- obnagaet noaHoi uHpopmanueit o TC u korduryparuu UCI/ I

- umeet goctyn ko Bcem TC UCII[IH u nanubiM;

- obnazaeT mpaBaMu KOH(GUTYpUpOBaHUsS U anMuHucTpaTuBHON HacTpoiiku TC UCII/IH.

- K mecroil rpymnme oTtHocsiTtcs 3apeructpupoBaHHble nosab3oBarenu MCII[H ¢ nosHomMouusimMu
aJIMMHUCTpaToOpa Oe30MacHOCTH YUpeKICHHs, OTBEYAIONIET0 3a COOJIOJEHHE NPaBHI pa3rpaHUUYCHUS
JOCTyIa, 3a TEHEepalMi0 KIIYEBBIX 3JEMEHTOB, CMEHY Mapojei, KpunTorpapuueckyro 3aifuTy
uHbopMauu. AIMUHUCTPATOP 0€30MaCHOCTH OCYILECTBISET ayAUT TEX K€ CPEICTB 3allUThl 00BEKTa, YTO
Y CUCTEMHBIN aJMUHUCTPATOP.

JIno naHHOW TrpyIIbL:

- obnamaer monHou uHpopmanumerr 06 UCIIH;

- HMEeT JIOCTYII K CPe/ICTBaM 3alUThl HHPOPMAIIUHU U IPOTOKOJIUPOBAHUS U K YACTH KIIFOUEBBIX AJIEMEHTOB
UCIIH;

- HE MMeEeT IpaB JI0CTyMa K KOHQUTYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH 32 UCKITIOUEHUEM
KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

- K cenpmoii rpymme OTHOCATCS JUIla U3 YUCIA MPOTPaAMMHCTOB - pa3pabOTYUKOB CTOPOHHEH
OpraHu3aIyH, sBJsomuxcs nocrapmmkamu [10 u nuia, oGecrieynBaronue ero CONPOBOXKICHHE HA 00bEKTEe
pa3memenuss UCIIH.

JIMo naHHOW rpyIIbL:

- obOnamaer nHpopManuen 00 aropuT™Max u nporpammax oopadorku napopmanuu B UCIIH;

- oOnanaer BO3MOYKHOCTSMM BHECEHHUS OLUIMOOK, HEAEKJIAPUPOBAHHBIX BO3MOYKHOCTEH, MPOrPaMMHBIX
3aKJIa/10K, BpenoHocHBIX iporpamm B I1O UCTI/IH Ha cranuu ero pa3pabOTKH, BHEIPCHUS U
COIIPOBOXKICHHUS;

- MOXET pacroJararh Jo0bMu hparmeHTamu uHpopmaruu o TC o0paboTkH 1 3aUThl HHOOPMAIUU B
UCTIn.

- K BoceMmoit rpynme otHocsTcs iepconal, oocnysxkuBatomuii TC UCIIIH, a Takke una,

obecrnieunBaromIKe MOCcTaBKy, conpoBoxaeHue u pemont TC UCIIdH.
JIno naHHOW TpyIIbL:
- o0azaet BO3MOXHOCTSIMU BHeceHus 3akianok B TC UCII/IH Ha craguu ux pa3pabOTKu, BHEIPEHUS
U CONPOBOXKICHMUS;
- MOJKeT pacroyarath pparmearamu nHpopmanuu o tonoiorun MCII/IH, aBToMaTH3npoBaHHBIX
paboynx MecTax, cepBepax U KOMMYHHUKAIIMOHHOM 000py1oBaHuH, a Takxke o TC 3amuTel HHGopMau B
UCTIn.
3. IlpennonoxeHus: 0 BO3SMOXKHOCTSAX HapyLIUTEIIS.

Jlna nonyuyenust ucxoausix AanHbix o MCIIJIH HapymmTens (kak [ kareropun, Tak u Il kareropun)
MOJKET OCYLIECTBIIATh IepexBaT 3amu@poBaHHOW HHGOPMALIMM M HHBIX JIaHHBIX, NEPEIaBAEMBIX IIO
KaHaJIaM CBSI3U CETAM OOIIETO MOJb30BaHMA U (MIIK) CEeTSM MEXAyHapOIHOTO HH(POPMAIIMOHHOTO OOMEHa, a
TaKke 1o JokalbHbIM ceTsaM UCIT/IH.

JIro0o¥ BHYTpEHHUH HApPYIIUTETh MOXET UMETh (PU3UYECKHid TOCTYN K JMHHSIM CBSI3U, CUCTEMaM
3JIEKTPONMUTAHMS U 323€MJICHHUS.

[Ipennonaraercs, 4YT0 BO3MOXHOCTH BHYTPEHHETO HAPYIIUTEINS CYIIECTBEHHBIM 00Opa3oM 3aBHCAT
OT JCHCTBYIOIIUX B Mpejenax KOHTPOIUpyeMoi 30HbI 00bekTOB pasmernieHus MCIIH orpaHUYUTEIBHBIX
($akTOpOB, U3 KOTOPHIX OCHOBHBIMU SIBJISIFOTCSI PEKUMHBIC MEPOIPUSITHS U OPTraHU3AI[MOHHO-TEXHUYCCKHE
MEpbl, HAaIIPpaBJIEHHBIEC HA:
MPEAOTBPALLEHNE U IPECEUCHUE HECAHKIIMOHUPOBAHHBIX JICHCTBUI;
oJ100p M pacCTaHOBKY KaJpOB;
JOITYCK (PU3MUYECKUX JIUI] B KOHTPOJIUPYEMYIO 30HY U K CPEJICTBAM BBIUHUCIUTEILHOW TEXHUKU;
KOHTPOJIb HaJl OPSAKOM IIPOBEIEHUS paboT.

B cuny sTOro BHyTpeHHHI HApYIIUTEIb HE UMEET BOZMOXXHOCTH MOJIYYSHHS CIICUAbHBIX 3HAHUM

o UCII/In B o6beMe, HEOOXOIMMOM JUIsl PEIICHUSI BOIPOCOB CO3JIAHUSI M MPEOAOJICHHSI CPEICTB 3alUThI
[I/lH, 1 HCKIIOYaeTCs €ro BO3MOXKHOCTb 10 CO3JAHMIO M TPUMEHEHHUIO CIELUAJIbHBIX IPOrpaMMHO-
TEXHUYECKUX CpPEJCTB pealu3ally LEJCHANPaBICHHbIX BO3JCWCTBHI JAHHOIO HApYIIUTENs Ha
MOJIJIeXkKAIIHNE 3aITUTE OOBEKTH U OH MOXKET OCYILECTBIISATh MOMBITKH HECAHKIIMOHUPOBAHHOTO JocTyna K 1P
C HCIOJB30BaHUMEM TOJIBKO INTATHBIX MporpammHo-TexHudeckux cpeiacts WMCII/In 6e3 nHapymieHus ux



OCJIOCTHOCTH.



B0O3MOXXHOCTH CroBOpa BHYTPEHHHX HapylIIUTENed MeXIy co0oii, croBopa BHYTPEHHETO
HapylMTeIsl C NEepCOHATOM opraHusanui-paspadorunkoB mnoacucreM WMCII/IH, a Takxke crosopa
BHYTPEHHETO W BHEIIHEr0 HapylIMTeJIel JOKHAa OBITh MCKIIOUEHA MPUMEHEHHWEM OpraHU3allMuOHHO-
TEXHUYECKUX U KaJIPOBO-PEKUMHBIX MEp, AEUCTBYIONIMX Ha 00bekTax pasmerieHus UCII/IH.

4. TlpeamnonoxxeHust 00 UMEIOMINUXCS Y HAPYIIUTEINS CPEICTBAX aTaK

[Ipenmonaraercs, 4To HAPYIIUTEIb UMEET BCE HEOOXOIMMBIE /JIsl POBEICHUS aTaK MO JIOCTYIHBIM
€My KaHajlaM aTak CpeZCTBa.

Buemnuii Hapymmrtens (numa kareropuu I, a Taxxke numa kareropuu Il mpu HaxoxneHuu 3a
npeaenamu K3) MOKeT HCIIOIB30BaTh CIEAYIOLINE CPEACTBA JOCTYIA K 3aIIUIIaeMOoi HHPOPMALIUH:

- JOCTyINHbIE B CBOOOJHOM Mpojiaxke ammapaTHbIe CPEACTBA U MPOTrpaMMHOE OOecrieueHue, B TOM YHUCIe
IIPOrpaMMHBIE U alllapaTHbIE KOMIIOHEHThI KPUIITOCPECTB;

- CHeIHaJIbHO pa3paboTaHHbIC TEXHUYECKUE CPEICTBA U MPOTPAMMHOE 00eCIIeYeHNE;

- CpejcTBa MepexBarta M aHaJM3a MHPOPMAIIMOHHBIX IIOTOKOB B KaHAJaX CBS3M,

- CcIenHalibHbIE TEXHUYECKUE cpeacTBa nepexsara nadopmanuu nmo TKYU;

- wrarHble cpeactsa MCII/IH (Tosnbko B ciiydae ux pacnonoxeHus 3a npeaenamu K3). BHyTtpeHHwuit

HapyIIUTEIb A IOCTYIIA K 3anuinaemMoi napopmanuu, coaepxkarieit [1/1H, moxeT
UCIIOJb30BaTh TOJIbKO IITaTHhle cpeactBa MCII[n. Ilpu 3TOM €ro BO3MOMHOCTU IO HCIIOJIB30BAHUIO
LITaTHBIX CPEJICTB 3aBUCAT OT peann3oBaHHbIX B CII/IH OpraHn3ainOHHO-TEXHUYECKUX U PEXKUMHBIX MED.

5. OmnwucaHue KaHAJIOB aTak.

B03MOXXHBIMU KaHajaMy aTak, KOTOpPbIE MOKET HCIOJIb30BaTh HAPYLIUTENb JUIsl JTOCTYNa K
samuniaemoit nHpopmaruu B UCIIH, sBrstoTcs:

- KaHaJbl HEMOCPEJCTBEHHOTO JOCTYNAa K O0OBEKTY (BH3YyaJbHO-ONTHYECKUM, aKyCTUUECKUH, HHU3UUECKUI);
- DIEKTPOHHbIE HOCUTENU MH(POpPMAIMK, B TOM YHCIIE ChEMHBIC, CAAHHBICE B PEMOHT W BBIIICIIINE U3
ynotpeOeHus;

- OyMakHbIe HOCUTENH MH(POPMALIUH;

- IITaTHBIE mporpamMmHo-annaparhele cpencrsa MCII/IH;

- KaOeJbHBIC CUCTEMBI 1 KOMMYTAIIHOHHOE 000pYAOBaHHUE, PACIIONOKEHHBIE B ITpeaeiax
KOHTpOJIUpYeMOil 30HbI U He 3amuiiennbie oT HCJl x nHpopmanuy opranu3allioOHHO-TEXHUYECKUMU
MEpaMU;

- He3aluIIeHHBIC KaHalbl cBsa3u; TKYU.

6. Tun wnapymmrens npu ucnonb3oBanuun B WCII[lH kpunrorpaguyeckux CpeacTB 3alUTHI
nHbOpMaIun

IIpu obmene wundpopmanueit mexay MCIIJIlH ¥ BHEMIHUMH O OTHOMICHUIO K MPEANPHUITHIO
UHGOPMAIMOHHBIMH CUCTEMaMH HEOOXOJAMMO HCIIOJIb30BAHUE CPEACTB KPUNTOTpapuUecKO 3allUThI
unopmanuu (CK3N).

VYpoBeHb KpunTorpaduyecKol 3alMThl EPCOHATBHBIX JaHHBIX, oOecneunBaemoii CK3U,
OIpesesAeTCsl IyTEM OTHECEHUS HapyLIWUTENsl, JEHCTBUSAM KOTOpOro AO0KHO mpoTtuBocTosith CK3U, k
KOHKPETHOMY THITy, U Oa3upyeTcsi Ha MOJXO0JaX, OMHCAHHBIX B «METOJAUYECKUMU PEKOMEHIAIUSIMU 10
00ECIIEYeHNIO C TIOMOIIBI0 KPUITOCPEACTB O€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX NMPH MX 00paboTke B
MHGOPMAIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX C UCIOJIB30BAHUEM CPEJCTB aBTOMATU3ALIUNY.

Tun napymmrens u kinacc CK3U noskeH onpenensTbesi B COOTBETCTBUU € TaOIULEH



Tabnuma - CooTBETCTBHE TUIIOB HapymuTens U kiacca CK3U

I'pynna BHyTpeHHEro Tun Knacce

HAPYLIUTEJIsI HAPYLUIHUTEJIs CK3HU
I'pynna 1 H KC2
I'pynma 2 12/1 KC3
I'pynma 3 31/1 KC3
I'pynma 4 3I/I KC3
I'pynna 5 3I/I KC3
I'pynmna 6 13/1 KC3
I'pymma 7 iI KB2
I'pynna 8 15{ KBI

4

Buemnunit HapymuTens otHocutes Kk taiy HI. IIpu atom, ecnu oH o6nasaeT BO3MOXHOCTSIMU T10
CO3JIaHMIO CIIOCOOOB M MOATOTOBKU aTaK, aHAJOIMYHBIMU COOTBETCTBYIOIIUM BO3MOXKHOCTSM BHYTPEHHETO
Hapymutens tuna Hi (3a uckimtoueHrneM BO3MOXKHOCTEH, PEAOCTaBIsEMBIX IPEOBIBAHMEM B MOMEHT aTaKH
B KOHTPOJIUPYEMOM 30HE), TO 3TOT HAPYIIUTENb TaKkke OyZeT 0003HAYaThCsl KaK HapymuTenb Trmna Hi.

VIII. AkTyajibHBbIe YTPO3bl 0€30NIACHOCTH MePCOHAIBHBIX JAHHBIX B HHPOPMALMOHHBIX
CHCTEeMaX MEePCOHAIBbHBIX JAHHBIX

1. Jlns BblsiBIeHUS HU3 Bcero mnepeuHs yrpo3 OeszomacHoctu IIJIH axtyansubix s MCII/In
OLICHHUBAIOTCSI J1BA [TOKA3aTels:

- ypoBeHb ucxoanoi 3amnumennoctu UCIx;

- 4acToTa (BEepOATHOCTb) pean3allii paccCMaTpUBAaeMOil yrpo3bl.

2. YpoBeHb UCXOAHOM 3aNUIIEHHOCTH HH(OPMAITMOHHON CHCTEMBI IIEPCOHATBHBIX TAHHBIX

[Tox ypoBueMm ucxoanoit 3ammmeHHoctd UCIT/In noHnMaeTcst 0000IeHHBIN TOKa3aTelNb,

3aBUCAILUN
OT TEXHUUYECKUX M IKCILTyaTaluOHHbIX Xapakrepuctuk MCIL/IH.

1. IIpuaumaercs, uro MCII/IH nMeeT BHICOKUI ypOBEHb UCXOIHOM 3aIIMIIEHHOCTH, €CJIM HE MEHEE
70% xapakrepuctuk MCII/[H COOTBETCTBYIOT YPOBHIO «BBICOKHIT», @ OCTAJILHBIE YPOBHIO «CPEIHUID.

B ciyuae ecnu He menee 70% xapakrepuctuk MCII/IH oTHOCHTCS K ypOBHIO

«HE HUXKE CPEIHETO», a OCTAJIbHBIE K YPOBHIO «HU3KHIDY, TO ncxoaHas 3amuueHsocts UCII /I
OyJIleT CpeTHETO YPOBHSI.

Bo Bcex octanbnbix ciydasx MCII/IH OyneT uMeTh HU3KUI ypOBEHD 3aIUIIEHHOCTH.

Hcxons 3 xputepues oLieHKH, aenaeM BbiBojl, uto MCIIIH YupexneHus nuMeeT cpeJHUN ypOBEHb
3aLUILEHHOCTH.

5. Onpenenenre akTyallbHBIX yTpo3 0€301aCHOCTH NEPCOHATBHBIX JAHHBIX.

JU1s OLIeHKH YPOBHS MCXOJHOM 3aILUIIEHHOCTH BBOJUTCSA KO3(PPULMEHT NCXOAHOM 3alUIIIECHHOCTH
Y1, KOTOpBIIl MOXKET MPUHUMATh 3HAYEHUS:

0 - 1J1s1 BBICOKOM CTETNIEHHW UCXOJHOW 3alUIIIEHHOCTH;

S - s cpeiHel CTENEeHW UCXOAHOM 3alIUIIEHHOCTH;

10 - 1t HU3KOM CTENEHU UCXOIHOM 3aIUIEHHOCTH.

CrnenyromuM mapamMeTpoM, HEOOXOAWMBIM JUISL ONpPEIeNICHHsI aKTyalbHOCTH YIpo3 0e30macHOCTH
IT/1H, sBRsieTcs yacToTa (WM BEPOSATHOCTh) PEANTHU3aLUHU YTPO3bl, 101 KOTOPOH MOHUMAETCS ONpEIeICHHbIH
SKCHEPTHBIM IIyTEM II0Ka3aTellb, XapaKTEPU3YIOUIMN BEPOATHOCTh pEANNU3ALUN KOHKPETHOW yIpO3bI
6e3onacHoctu [1[ln mma UCII[AH B peanpHBIX YCIOBUSX €€ (YHKUMOHHMpOBaHUs. BBomutcs uyerbipe
3HAYEHMS 3TOT0 ITOKa3aTess, 0003HayaeMoro Kaxk Y2:

MaJIOBEPOSITHO - OTCYTCTBYIOT OOBEKTHBHBIE MPEANOCHUIKH [T OCYIIECTBIEHUS YIPO3bl (HarpuMep,
yrpo3a XMILIEHUs] HOCUTEeNe HHPOpMAIUK JINLAMHU, HE UMEIOIIMMH JIETAJIbHOTO AOCTYIa B IIOMEUIEHHE, T1e
HOCJIETHUE XPAHATCA);

HU3Kasl BEPOATHOCTb - OOBEKTUBHBIE MPEANOCHUIKM ISl peaju3allid yrpo3bl CYILIECTBYIOT, HO



HPUHATBIE MEPHI CYIECTBEHHO 3aTPYyIHSIOT €€ pean3anuio (HarpruMmep, UCTIOIb30BaHbl COOTBETCTBYIOIINE
CpeZCTBa 3alIUTHl HHPOPMALIUN);

CpenmHssl BEPOSITHOCTh - OOBEKTHBHBIC IMPEIIOCHUIKM JUIS pealu3aldd yYrpo3bl CYIIECTBYIOT, HO
IpUHATBIE Mephl obecrieuennst 0ezonacHocTy [1J[H HepocTaTOUHBL;

BBICOKAsI BEPOSITHOCTh - OOBEKTHBHBIC MPEIIOCHUTKY ISl PEATU3AIMU YTPO3BI CYIIECTBYIOT U MEPBI



no o6ecreyennto 6e3onacHoctu [1/1H He MPUHSATHL.

JlaHHBIN MMOKa3aTeNb TPUHUMAET CJIECAYIOUIUE 3HAYCHHUS:

0 - 1711 MaJIOBEPOATHOM YTPO3bI;

2 - 1711 HU3KOW BEPOSITHOCTH yTPO3bI;

5 - aig cpeHeit BEpOSITHOCTH YTPO3bI;

10 - 1151 BBICOKOU BEPOSITHOCTH YTPO3BI.

Wcnonb3ys 3HaueHus IPUBEICHHBIX BhIIIE Tokazateneid Y1 u Y2, Beraucnsercs: KodhGUImeHt
peanu3yeMoCTH yrpo3sl Y, onpenensieMblii cootHomenneM Y = (Y1+Y2)/20.

B 3aBucuMocTH OT CBOETO 3HAYCHUS ATOT KOAPPUIIMEHT MPUHUMACT 3HAUCHUS:

0 <Y <0,3 - pean3yeMOCTb YIrpO3bl IPU3HACTCS HU3KOU;

0,3 <Y < 0,6 - pean3yemMoCTb YyrpO3bl IPU3HAETCS CPEAHE;

0,6 <Y < 0,8 - peanmu3yemMOCTh yIpO3bl MPU3HAETCS BHICOKOW; Y

> 0,8 - pealiu3yeMOCTb YIpO3bl IPU3HAETCS OYEHb BHICOKOM.

Hanee naercs onieHka onacHocTH kKaxaou yrpossl [1J1H niis UCIIIH. JlanHas oneHKa HOCUT
OKCIIEPTHBIN XapaKTep U MOJTydYaeTcs IyTeM OIpoca IKCIEPTOB B 001acTH O€30MacCHOCTH HH(OPMAIIUH.
JlanHast orieHKa UMeeT TP 3HAUCHUS:

HU3Kasl OMACHOCTh - €CIIM peajiu3alusi yIpo3bl MOKET MPUBECTH K HE3HAYUTEIbHBIM HETaTUBHBIM
MOCJICICTBUSIM 111 cyObekToB I1]1H;

CpEeIIHSIsl OMACHOCTBD - €CJIM pealn3als yrpo3bl MOXKET MPUBECTU K HETATUBHBIM MOCIEACTBUAM ISt
cyonsektoB [1/1H;

BBICOKAsi OMAacCHOCTb - €CJIM pean3alys yrpo3bl MOXKET MPUBECTH K 3HAYUTEIIbHBIM HEraTUBHBIM
MOCJICICTBHSIM 1)1 CyObekToB I1/1H.

[Tocne mnpocyera Bcex moKazarened MPOU3BOJUTCS OIEHKA AaKTyaJIbHOCTH KaXKIOW yIpO3bl
oe3onacuoctu [1JIn mpu ux o6padotke B MCII/IH ucxoss u3 Matpulibl, mpuBeaeHHAs B Tabmuie 9.2:



Tabnuma 9.2 - Marpuiia pacuera akTyalnbHOCTH yrpo3 6e3onacHoctu [1/1H

PeaﬂngyeMoc IToka3zaTeab OIMAaCHOCTH yrpo3nl
Thb
YIPO3bI Huz Cpennss Boicokasi
Ka

Huzkas HEaKTyaJlbHas HEaKTyaJbHas aKTyasjbHas
Cpennsis HEaKTyaJbHas aKTyajbHas aKTyajbHas
Bricokas aKTyaJibHas aKTyaJibHas aKTyaJIbHas
OueHb BBICOKAs aKTyaJibHas aKTyaJibHas aKTyaJIbHas

Ha ocHOBaHMM TONOXEHUH MOJENIM YIrpo3, MOJENIM HapyIIUTeNs, JaHHbIX 00 HCXOIHOU
samumensoctd UCIIH (Y1), koaddunuente peanuzyemoctu yrposbl (Y), BEpOSITHOCTH €€ pealu3aliu
(Y2), a Takxe SKCIEPTHOM OLEHKH ONACHOCTH YIPO3bl, ONpPENEIsIeTCsl aKTyalbHOCTh KaKIOW YIpPO3bI
6e3onacuoctu [1]IH, oopadaTeiBaembix B UCIIIn. (Tabnuma 9.3)

Tabnuua 9.3 - AktyanbHOCTh Yyrpo3 6e3onacHoctu I1/1n

Onenka Ouetika
Ne VYrpo3sa 6e3onacHoctu [11H Bepost Koo | OnacHOC | =
n/m HOCTB MEHT ™ HOCTH
peanuza peanmzye YIPOSEL T g rnosmt
IH MOCTH
yrpo YTPO3BI
3bI
1. | Pa3rnamenue, nepenaya win yrpara 5 0,75 cpenHsi | AKTyalslb Has
aTpuOyTOB pa3rpaHUYEHUs JOCTyIa K
NCIAx
2. | HapyuieHnue npaBui1 XpaHSHUs 5 0,75 HU3Kast
aTpuOyTOB pa3rpaHUYEHUS TOCTYTIA K AxTyanb
NCIIAx
3. | HecooOreHnue o ¢akTax yTparsl, 10 1,0 BBICOKa | AKTyasb Has
KOMITPOMETAIMH aTpUOyTOB s
pasrpannuenus goctyna Kk UCITJIxH
4. | BHenpeHue areHTOB B YHCIIO TIEpCOHAIA 0 0,5 BBICOKA
CHUCTEMBI s AKTyaJb Hast
5. | HecaHKIMOHMPOBAaHHBIN 3aIyCK 2 0,6 BBICOKA | aKTyasb Has
TEXHOJIOTUYECKUX MTPOrpamm, s
CTIIOCOOHBIX MTPHU HEKOMITETEHTHOM
UCTOJIb30BaHUM BBI3BIBATH IIOTEPIO
paboTOCIIOCOOHOCTH CUCTEMBI WU
OCYILECTBIISIONINX HEOOpaTUMBbIE
u3MeHeHus B cucreme ((hopMaTHpoBaHUE
WIN PECTPYKTYPHU3ALMIO HOCUTENIEH
uHpOpMaluy, yAaJeHue
JIAHHBIX U T.I1.)
6. | BBoa OIIMOOYHBIX JAaHHBIX 10 1,0 HHM3Kast
AKTyaJp Hast
7. | JAeHcTBUS COTPYIHUKOB, IPUBOASAIINE K 5 0,75 BbICOKA | AKTyaip Has
YaCTUYHOMY HJIU ITOJIHOMY OTKa3zy s
CHCTEMBI WJIN HAPYLICHUIO
paboTOCIIOCOOHOCTH anmapaTHbIX I
IPOTPaMMHBIX CPEJICTB
8. | UrHopupoBaHue OpraHM3aluOHHBIX 10 1 cpeaHsa | AKTyaib Has
OrpaHUYeHMH (YCTaHOBJIEHHBIX IIPABUII) s
npu padore ¢ I1]]




9. | ®usnueckoe pa3pyleHHE WIH BBIBOJ U3 0 0,5 BBICOKA | aKTyalsb Has
CTpOS BCEX WJIM OT/AEIbHBIX Hanboiee s
BakHBIX komrnioHeHToB MCIIJlH
10. | Bakymku HECOBEPIICHHBIX, YCTAPEBIIINX 0 0,5 HU3Kas HEaKT
WJIN HEeTIEPCTIEKTUBHBIX CPE/ICTB ya
MHPOpPMATH3AIUH U UHPOPMALTMOHHBIX JbHAs
TEXHOJIOTHIA;
u. | XWIleHue HOCUTENIeH HHPOpMAITIH, 2 0,6 BBICOKAsI AKTyallb
coaepxamumx [1/] Hasg
12. | To e, BHEIIHUI HapyLIUTEIb 2 0,6 BBICOKAst aKTyallb
Hast
13. | He3akoHHOE MOJTy4YCHUE TIAPOJICH U 5 0,75 CpenHsis AKTya
JIPYTUX PEKBU3UTOB pa3rpaHUuEHUs Jb Hast
JIOCTYyTIa K
NCI1x
14. | To e, BHEIIHUI HapyLLIUTEIb 2 0,6 CpenHsis aKTyallb
Hast
15. | HecankumoHupoBaHHas MOTU(PHUKALIUSL 5 0,75 BBICOKast Axtyanb
IPOTPAMMHOTO 00ECTIEYCHUS Hast
16. | To xe, BHEIIHUI HAPYLIUTENb 2 0,6 BBICOKAs aKTyaJIb
Hast
17. | Ilepexsar I1/1, nepenaBaeMbIX 10 0 0,5 HU3Kas HeakTyasl
KaHaJiaM b
CBSI3U Hasl
18. | To xe, BHEITHUI HAPYIIUTETh 0 0 HU3Kas HEaKTyall
, b
5 Has
19. | HecaHKIIMOHUPOBAaHHOE KOMMPOBAHUE 5 0,75 CpenHsis AKTyainb
Hocuteneil nadopmaryn ¢ 111 Hast
20. | To e, BHEUIHUI HapyILIUTEIh 2 0 CpenHsis AKTyainb
, Has
6
21. | YreHne oCTaTOYHON HHPOPMAIINHU W3 0 0 HU3Kast HEaKT
OIlepaTHBHOMN NaMATH U ¢ BHELTHUX , ya
3alIOMUHAIOIIUX YCTPONCTB 5 JIbHAS
22. | To e, BHEUTHUI HapyIIUTEIh 0 0 HU3Kas HEaKTya
, JIbHAs
5
23. | HenmpegnaMepeHHOE 3apakeHUe 5 0,75 HU3Kas aKTyasb
KOMIIBIOTEpA BUPYCaMHU Has
24. | TlpenHamepeHHOE 3apakeHue 10 1 HU3Kas aKTyasib
KOMIIbIOTEpA , Has
BUpyCaMH 0
25. | BMemaTenbCTBO B POIIECC 5 0,75 BBICOKAsI akTya
¢dbyuxkunonupoBanust UCIIdH, cereit b
0OIIIEro MOIb30BaHUS C LEIBIO Hast
HECAHKLIMOHUPOBAHHOU
Moaudukanm
JTAaHHBIX
26. | To e, BHEUITHUI HapyIIUTEIh 2 0 BBICOKast aKkTyallb
, Hast
6
27. | HecaHKIIMOHUPOBAHHOE BHEAPCHUE U 10 1 CpeaHsist aKTya
UCIIOJIb30BAaHUE HEYUYTEHHBIX IIPOTPAMM, , b
HE SIBJISIFOIIMXCS HEOOXOAUMBIMU /ISt 0 Hast
BBITIOJTHEHUSI COTPYAHUKAMH CBOUX




CITYKEOHBIX 00s13aHHOCTEH

28 | To ke, BHEITHUI HAPYIIUTEIIb 0,75 CpenHsist aKTyajb
Hast
29 | HeyMbllIeHHOE IOBPEXACHNS BHEITHUX 0 HU3Kast HEakKTya
Ka0eNbHBIX CUCTEM CBSI3U , TbHAS
6
30 | Bo3HUKHOBEHHE I0XXKapOB B 0 BBICOKAs aKTya
HEIMOCPEICTBEHHOU OJIM30CTH K R b
IIOMEILEHUSIM, B KOTOPBIX 6 Hast
obpabatsBatorcs [1/] u apxusam [1]]
pe3yJIbTaTe HEUCIPABHOM
3IEKTPONPOBOJIKH, HEUCIIPABHBIX
TEXHUYECKUX CPEACTB, HApYyLICHUS
COTPYJIHUKAMU MPABUII
IIPOTUBOIIOXKAPHOU
0€30MacHOCTH.
31. | Pa3pyiieHnue 31aHUil, OTAEIBHBIX 0, BBICOKAsI aKTyasb
IIOMEILEHU I 5 Has
HeakTya
32. | Bo3HUKHOBEHME CTUXHUHHBIX OYaroB 0, HU3Kas 1Ib Has
MOXKapoB 6
33. | ABapuu B cUCTeMax dJICKTPOMUTAHUS 0, HU3Kas aKTyalb
75 Hasi
34. | ABapuu B cucTeMax OTOILICHUS U 0, CpenHsist aKTya
BOJIOCHA0KEHUS B HEMOCPEICTBEHHOM 75 b
OJIN30CTH K IOMEUIEHUSIM, B KOTOPbIX Hast

obpabareiBarorcs [1]] u apxusam T1]]
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