[Tpunoxenue No 1

ITAMATKA _ .
VIS OBYYAIOIINXCA Ob THPOPMAIIMOHHOU BE3OITACHOCTU JETEU

HEJIb35

1. Bcem nmoapsn cooOuiath CBOKO YacTHYIO MH(OpMalMio (HACTOSLINE KM,
dbamumnuto, tenedoH, agpec, HOMEp IIKOJbI, a Takxke (oTorpapuu CBOU, CBOECH
CEMBH U JIpy3eil);

2. OTKpbIBaTh BIIOKEHHBIE (Daillibl AJIIEKTPOHHOM IOYTHI, KOTJa HE 3HACIIb
OTHPABUTEIIS;

3. I'pyOuth, npuauparbcs, OKa3blBaTh JaBICHUE - BECTH C€0s HEBEXKIIUBO U
arpecCUBHO;

4. He pacnopspkaiicss eHbraMum TBOEM ceMbH 0€3 pa3pellieHus CTapliux -
BCEr/la CIIpallvBal pOAUTEIIECH;

5. He Bcrpeuaiics ¢ MHTEpHET-3HAKOMBIMU B PEAIIBHOM JKU3HU - IIOCOBETYHCS
CO B3pOCIIBIM, KOTOPOMY JOBEPSCIIb.

OCTOPOXHO

1. He Bce mumyT npasay. Yuraemb o cebe HenpaBay B MHTepHETE - coo0mm
00 ATOM CBOMM POJUTEISIM WJIH ONEKYHAM;

2. [lpurnamaroT nepenuchiBaThCsl, UrpaTh, OOMEHUBATHCS - POBEPH, HET JIU
10/IBOXa;

3. HezakonHoe xormmpoBanue (aiinoB B IHTEpHETE - BOPOBCTRBO;

4. Bcerma pacckaspiBaili B3pOCJIBIM O MpoOjeMax B CETH - OHHM BCErna
MIOMOTYT;

5. Mcnonb3yil HaCTpOMKH O€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSTH
CBOM aKKAaYHTBI B COILICETSIX U APYIUX MOpTaax.

MOKHO

1. ¥Baxal apyrux noJib30BaTesen;

2. Ilonp3yembess MHTEpHET-UCTOYHUKOM - JI€JIald CCBIJIKY Ha HETO;

3. OTKpBIBal TOJIBKO TE€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcs 3a TMOMOIIbIO B3POCIABIM - POAUTENH, ONEKYHbl U
aIMUHHCTPALIMS CAUTOB BCETIAa IOMOT'YT;

5. IIpoitnn oOyuenue Ha caifte "CeTeBMYOK" M MOTy4d MacmopT LUGPOBOTO
rpakanuHal



[Tpunoxenue No 2

WHP®OPMAILIMOHHAS IIAMSITKA
JUTISI OBYYATOIIAXCS 111 PASMEIIEHUAS
HA O®UILMAJIBLHBIX UHTEPHET-PECYPCAX

C KaxIpIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAaHOBUTHCS OOJbIle, a
IIKOJILHUKU OJHU M3 CaMbIX AKTHUBHBIX MoOJb30oBarened PyHera. Mexny Tewm,
IIOMHMO OTPOMHOTr0O KOJIMYECTBA BO3MOXXHOCTEH, MHTEPHET HECET M IPOOJIEMEI.
DTa naMaTKa JOKHA [IOMOYb TeOe 0€30MacCHO HAXOAUTHCS B CETH.

KomnbrorepHbie BUPYCHI

KoMnbroTepHblid BHPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrPAMM,
OTIMYUTEIHHON 0COOEHHOCTHIO KOTOPOU SIBIISIETCA CIIOCOOHOCTH K Pa3MHOXKEHHIO.
B nomnonHeHue Kk 3TOMy, BUPYChl MOTYT MOBPEAUTHh WM MOJHOCTbIO YHUUYTOXKHUTh
BCe (pailsibl U JaHHBIE, MOAKOHTPOIBHBIE MOJIB30BATEII0, OT UMEHU KOTOPOIo ObLIa
3alylIeHa 3apa)XK€HHAas IporpaMMa, a TAKXKE MOBPEIWUTHh WIH AK€ YHHUTOKHUTH
ONEpPallMOHHYI0 CHUCTEMY CO BceMHU (ailiamu B 1eJIOM. B OONBIIMHCTBE Cly4yaeB
PaCIpPOCTPAHSIOTCS BUPYChI UEPE3 UHTEPHET.

MeTobl 3a1UThI OT BPEAOHOCHBIX TPOrPAMM:

1. Ucnionb3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMbBI, UMEIOLIUE CEPhE3HBIN
YPOBEHB 3AIIUTHI OT BPEAOHOCHBIX TPOTrPaMM;

2. TloctosHHO ycraHaBnmuBail mnadtu (IUGPOBBIE 3aIUIATKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C LETBI0 TOPAaOOTKH MPOTPaMMBbl) U ApPyTHe
OOHOBJICHUSI CBOCW omepanuoHHOW cuctemMbl. CkauMBail WX TOJNBKO C
opurmanpHOro  caiita paspadorumka OC. Ecmu CcymecTByeT  pexum
aBTOMATU4YECKOr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Pabortail Ha cBOEM KOMIBIOTEPE MOJ IMpaBaMU IOJb30BaTENsA, a HE
aMUHUCTpPATOpPa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrpPaMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATBHOM KOMIIBIOTEPE;

4. Hcnonp3yih aHTUBHUPYCHBIE TMPOTPAMMHBIE TMPOIYKTHl  HM3BECTHBIX
POU3BOJIUTENIEH, C ABTOMATHYECKUM OOHOBJIEHUEM 0a3;

5. Orpannub pU3NYECKU JOCTYI K KOMIIBIOTEPY VISl IOCTOPOHHUX JIUIL;

6. Ucnonb3yit BHENIHUE HOCUTENM MH(OpMAIMU, TaKue Kak (QIielka, TUCK
Wi (pailsl U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UICTOUYHUKOB;

7. He oTKpbIBali KOMIBIOTEpHBIC (Dailsibl, MOJyYEHHBIE U3 HEHAICKHBIX
ucTOUYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MPUCTIAT TBOM 3HAKOMBIN. Jlydiie yrouHu
y HETo, OTIPABJISUI JIU OH TeOe uX.



Ceru WI-FI

Wi-Fi - 3T0 He BuJ nepenauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JUIIL OpEeHI,
Mapka. Eme B 1991 roay Hunepnanjckas KOMIIaHMS 3aperucTpUpoBalia OpeH.I
"WECA", uto o006o3Hauano cnoBocoyetanue '"Wireless Fidelity", kotopsiii
NepeBOIUTCS Kak "OecrpoBOHAS TOYHOCTH'".

Jlo Hamero BpeMeHu Joluia Jipyras abopeBuarypa, Koropas siBJISI€TCS TaKOH
xKe TexHojoruen. D1o abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHAapT BbIciIeW 3ByKoBoil Texuuku Hi-Fi, yto B mnepeBoze
03HayaeT ""BbICOKAsi TOUHOCTB'.

Jla, OecriaTHBIM WHTEPHET-IOCTYN B Kade, OTeIsIX U a’dporopTax SBISETCS
OTJINYHOM BO3MO>KHOCTBIO BbIXOJa B MHTEpHET. Ho MHOrHMe SKCHepThl CUMUTAIOT,
yTo obmieaoctynHbie Wi-Fi ceTu He sSBIsAIOTCS 0€30MacHbIMHU.

CoBeTbl 10 6€301aCHOCTH padOTHI B 001IENOCTYHBIX ceTax Wi-fi:

1. He mepenaBaii cBoro JuuHyto uHpopmaluio yepes odmeaoctynasie Wi-Fi
cetu. PaboTtas B HUX, JKeJlaTeJIbHO HE BBOAUTH MApOJIU JIOCTYNA, JIOTUHBI U KaKue-
TO HOMEDPA;

2. Ucnonb3yit u 0OHOBIISH aHTUBUPYCHBIE MporpaMMbl M OpanaMayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;

3. [Ipu ucnonbzoBanuu Wi-Fi otkiroun ¢pynkuuto "OOumit qoctyn K ¢aitinam
u npuntepam". JlaHHas (yHKIMS 3aKpbiTa MO YMOJYAHHIO, OJTHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl y100CTBAa MCIIOJIb30BaHus B paboTe wim y4ede;

4. He wucnonp3yit nyOmmunasii WI-FI nns mepegaum IWYHBIX TaHHBIX,
HaIrpuMep ISl BBIXOJIa B COLIMAIbHBIE CETH WM B DJICKTPOHHYIO MOYTY;

5. Wcnone3yit Tonpko 3amunieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAU uMeHHO "https://";

6. B moOmibHOM Tenedone otkmoun (yskmuto "lloaxmrouenue k Wi-Fi
apTomatnuecku'". He nomyckall aBTOMAaTHMYECKOrO MOJKIIOYEHUS YCTPOWCTBA K
cetssm Wi-Fi 6e3 TBoero cormnacusi.



ConuajnHble ceTu

ConuanbHble CETH aKTUBHO BXOJIAT B HAIY >KU3Hb, MHOTHE JIIOJIA PA0OTAIOT U
KUBYT TaM TIOCTOSIHHO, a B Facebook y»xe 3apeructpupoBad MUIHAp/A YEJIOBEK,
4yTO SIBJIICTCSI OJHOM CeIbMOM BCeX KUTEIEH IUIaHeThl. MHOTHE IT0JIb30BATEIN HE
NOHUMAIOT, YTO MH(OpMalKs, pa3MelleHHas UMH B COLUAIbHBIX CETAX, MOXET
ObITh HalJeHAa W MCIOJb30BaHa KEM YTOAHO, B TOM YHCIIe HE O00s3aTENIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI MO O€30MACHOCTH B COIIMAIIBHBIX CETAX:

1. Orpanuds Criucok apy3ei. Y 1e0s B IPy3bAX HE JTOHKHO OBITh CITydalHBIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amminaii CBOO YaCTHYIO U3Hb. He ykaspIBaii maposn, TenedoHsl, aapeca,
ATy TBOETO POXKICHUA U APYTYH JHUYHYIO HHGOPMAIUIO. 37I0YMBIIIJICHHUKH
MOTYT HCIOJIb30BaTh Jake HWH(OpMalMI0 O TOM, Kak Thl M TBOU POJAUTEIH
IJTAHUPYETE MPOBECTU KAHUKYJIBL;

3. 3amuinai CBOIO permyTaluio - IEPKHU €€ B YUCTOTE U 3ajjaBail ceGe BOmpoc:
XOTeJl Obl Thl, YTOOBI JApPYrHUe TMOJb30BATEIU BHUJEIH, UYTO Thl 3arpy’kaeiib?
[Toxgymaii, mpexk/ie 4eM 4TO-TO OMyOJIMKOBATh, HAMIMCATh U 3arPY3UTh;

4. Ecnu Thl TOBOpUIIb C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH CBOE
peayibHOE UMS U JIPYTYIO JUYHYI0 MHGOPMAIMH: UM, MECTO KUTEIHCTBA, MECTO
y4eObl U poyee;

5. U3Gerait pasmemiennst Gororpaduii B UHTepHeTe, rae Thl M300paXkeH Ha
MECTHOCTH, 110 KOTOPOW MOKHO ONPEAETUTH TBOE MECTOMNOJIOKEHUE;

6. Ilpm peructpamyi B CONHMAIBLHONH CETH HEOOXOIMMO MCIOJIb30BATh
CJIOKHBIE MapOJIU, COCTOSIME U3 OYKB U MU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8,

7. nsg couMalbHOM CETHM, MOYThl W JAPYrMX CalTOB HEOOXOIUMO
HCIIOJIB30BaTh pa3Hble Mapoyu. Toraa ecinu Te0s B3JIOMAIOT, TO 3J10YMBIIIICHHUKHT
MOJIy4daT AOCTYM TOJIbKO K OJTHOMY MECTY, a HE BO BCE Cpasy.



JJIeKTPOHHBIE I€HbIH

DNEeKTpOHHBIE JEHBI'M - ATO OYEHb YIOOHBIM CHOCOO IJIaTeXeH, OJHAKO
CYILIECTBYIOT MOUIEHHUKHU, KOTOPHIE XOTAT MOJYUYUTh 3TU JEHBIH.

DNEeKTPOHHBIE JEHBI'M MOSBHINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOrO BO
MHOTHX TOCYJapCTBax A0 CUX MOpP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccun jxe oHM QYHKIIMOHUPYIOT U O HUX YK€ MPONKUCAHO B 3aKOHE, e X
pa3leNsaoT Ha HECKOJIBKO BUJOB - aHOHMMHBIE U HE aHOHHMMHBbIE. Pa3HHIIa B TOM,
YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTrcs MpPOBOAUTH omepauuu 0e3
uACHTU(UKAIINY TOJIb30BaTENs, @ B HEAHOHUMHBIX WICHTU(DUKAIUS MOJIB30BaTEINS
ABIISIETCS 00S3aTEIbHOM.

Taxxe cremyer pasnuuaTh dSJICKTPOHHBIE (UATHBIE JCHBIU  (PaBHBI
rOCYJJapCTBEHHBIM BaJll0TaM) W SJEKTPOHHbIC HEe(PUATHBIC JIEHbI'U (HE pPaBHBI
roCyJAapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO 0€30MaCHOI paboTe C AMEKTPOHHBIMU JE€HbIAMMU:

1. IlpuBsiku K cueTy MOOMIBHBIN Tene@oH. ITO caMblil yI0O0HBIM U OBICTPHIiA
croco0 BOCCTAaHOBUTH JOCTYN K cuery. lIpuBsizanHblii TenedoH MOMOXKET, €CiH
3a0yJenb CBOM IUIAaTEXHBIM MMapoib WM 3alielllb Ha CalT C HE3HAKOMOro
YCTPOWCTBA;

2. Hcnonwe3yili opHopa3oBble maponu. Ilocime mnepexoga Ha YCHUIICHHYIO
aBTOpHU3allMI0 TeOe yxke He OyIeT yrpoxaTb OMACHOCTh KpakM WM IepexBaTa
IJIaTEKHOTO MapOJIs;

3. BriGepu cnoxsbiii nmapoib. [IpectynmHukam OyneT HE HPOCTO yrajaaTh
CJI0>KHBIN mapoJib. HaexxHple maposin - 3T0 napoJik, KOTOPBIE COAEPKAT HE MEHEE
8 3HAKOB W BKJIIOYAIOT B ce€0d CTpPOYHBIE W MPOMNHUCHBIE OYKBBI, LU(QPBI U
HECKOJIbKO CMBOJIOB, TAKME KaK 3HAK Jl0J1apa, (hyHTa, BOCKIULATEIbHbIN 3HAK U
t.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAaHHBIE HA CaliTaX, KOTOPBHIM HE JOBEPSEILIb.



DJIEeKTPOHHAS M0YTA

OJIEKTPOHHAS IOYTA - 3TO TEXHOJOTHA M NPEAOCTABISIEMBIE €0 YCIYTH IO
MEPECHIIKE U MOTYUYEHHUIO AJIEKTPOHHBIX COOOIIEHUH, KOTOPbIE paclpeesIsitoTCs B
KOMITbIOTEpHOH ceTH. OOBIYHO DJICKTPOHHBIM IMOYTOBBIM SIIUK BBITJISLAUT
CJIeIYIOIUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@uMs_JTIoMeHa. Takxe KpoMme nepeaadu
IPOCTOTO TEKCTa, UMEETCSl BOBMOXKHOCTh MepeiaBaTh (paisibl.

OCHOBHBIE COBETHI MO OE30MaCHOM paboTe ¢ IIMEKTPOHHON MOUTOM:

1. Hamo BbIOpaTh mpaBWIBHBIM TIOYTOBBIM cepBUC. B uHTEepHETE e€cTh
OTPOMHBIN BBHIOOP OECIUIATHBIX MOYTOBBIX CEPBHUCOB, OJHAKO JIYYIIIEe JOBEPSITH TEM,
KOTI'0 3HACIIb U KTO MEPBBINA B PEUTHUHTE;

2. He yxa3piBail B 1uyHOU MouTe JTUYHYI0 HHPOpMaruio. Hanpumep, mdyuiie
BbIOpaTh "My3bIKaIbHbIN _(hanat@" umm "pok2013" Bmecto "Temal3";

3. Hcnonb3yld ABYXATalHYK aBTOPU3ALMIO. DTO KOrJa IMOMHMO MapoJisd
HY>KHO BBOJUTH KOJI, TpUChUIaEMBbIN 10 SMS;

4. BeiOepu ClOXKHBIN Mapob. JJs KakI0ro mo4YToBOro SIUKA JTOJDKEH ObITh
CBOW HAJEKHBIN, YCTOWYUBBIN K B3JIOMY [1apOJIb;

5. Ecimm ectb BO3MOXXHOCTH HalKMcaTbh CaMOMYy CBOM JIMYHBIM BOIIPOC,
UCIIOJIb3YH 3TY BO3MOXHOCTB;

6. HMcrnonp3yil HECKOJBKO TOYTOBBIX SIIMKOB. IlepBbIi mjisi 4YacTHOM
MIEPENUCKHU C aJpecaTaMy, KOTOPBIM Thl JOBEpSEHIb. JTO AJIEKTPOHHBIN aJpec He
HAJI0 UCTIOIBH30BaTh MPHU PETUCTPAIMH HA (Popymax U calTax;

7. He oTkpwiBail (haitibl U Apyrue BIOKEHUS B MHChMAaX, JaXKE €CIIM OHH
MPUIILTA OT TBOUX Apy3eid. Jlydiie yTouHHM y HHUX, OTIPABIUIA JIU OHU TeOe TH
(aiinbr;

8. Ilocne oxoH4yaHusi pabOThI Ha MOYTOBOM CEPBUCE MEpe] 3aKpPhITHEM
BKJIAJIKM C CATOM He 3a0y/1b HaKaTh Ha "BeriiT".



Ku0epOyuidHI WM BUPTYaJbHOE U31€BaTEILCTBO

KubepOymuar -  mpecieoBaHUE  COOOIICHUSIMU,  COAECPKAIIMMU
OCKOpOJIeHMS, arpeccuio, 3aIyrUBaHuUE; XYJIUTaHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C MOMOUIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pbOE ¢ KUOEPOYITMHTOM:

1. He Gpocatica B 60ii. JIyummii cioco0: mocoBeTOBaThCA Kak ceOsl BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTUThCs, TO BHaYajie YCIOKOUThCA. Eciu Thi
HayHEUIb OTBEYaTb OCKOPOJEHUSIMM Ha OCKOPOJEHHs, TO TOJBKO emie OoJiblie
Pa30AOKeIIb KOH(IIUKT;

2. Yupasnsiii cBoel KubepperyTaiuei;

3. AHOHMMHOCTh B ceTM MHUMasd. CylIeCcTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOUT 3a AHOHUMHBIM aKKayHTOM;

4. He croutr BecTH XyJIUTaHCKUMH oOpa3 BUPTYalbHOM >XuU3HU. WHTEpHET
(GuKcUpyeT Bce TBOM JEHUCTBUS M COXPAHSET UX. YJAIUTh UX OyJeT KpaiiHe
3aTpyAHUTEIBHO;

5. CobGnronail cBOIO BUPTYAJbHYIO YECTh CMOJIOAY;

6. Wrnopupyit enunuuHbld HeratuB. OJHOpa30Bble OCKOPOUTETHHBIC
cooOmIeHusT Jy4iie WrHopupoBatb. OOBIMHO arpeccus MpeKpallaercs Ha
HayaJabHOM CTAJIUU;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B
COLIMAJBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPaBKU COOOUICHHH C
OINPEJEICHHBIX a/IPECOB;

8. Ecniu ToI cBuaerens kubepOyummHra. TBou OEHCTBUS: BBICTYNUTH MPOTUB
npeciieoBaTeNsl, MoKa3aTh €My, YTO €ro JACHCTBUS OLIEHUBAIOTCS HETaTUBHO,
NOJJIEpXKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTMYECKAass IMOMOIIb, COOOIIMTH
B3pOCIBIM O (PaKT€ arpeCCUBHOIO MOBEJICHHUS B CETH.



MoOuabHbIN TeJ1edOH

CoBpemeHHbIe cMapTHOHBI U TUIAHIIIETHI COACPKAT B C€OE BIIOJIHE B3POCIIBINM
(GyHKUMOHAN, W TENepb OHU MOTYT KOHKYpUPOBaTh CO CTAallMOHAPHBIMU
KommbloTepamMu. OAHAKO, CPEACTB 3aIIUTHI JIJISl MOJOOHBIX YCTPONCTB MOKa OYEHb
Mmano. TecTupoBaHME W TMOWUCK YSA3BUMOCTEM B HHX HPOUCXOOUT HE TakK
MHTEHCUBHO, Kak 11 [1K, To >xe camoe kacaeTcs U MOOMIIbHBIX MPUITIOKEHUI.

CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPAKTUUECKU JOTHAIN HACTOJIbHBIE
aHaJIOTH, OJHAKO pacuiMpeHue (yHKLIMOHAlAa BIeYeT 3a Cco0OoW OOoJbIIYIO
CJIOKHOCTh M MEHBIIIYIO 3aIlUIIEHHOCTb.

Jlaneko He Bce NPOM3BOIMUTENU BBIMYCKAIOT OOHOBJIEHUS, 3aKpBIBAIOIINE
KPUTUYECKUE YSA3BUMOCTH ISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOUIIBLHOTO TelieoHa:

Huyero He siBisieTcs MO-HACTOSIIEMY OecIUIaTHBIM. Byab OCTOpOXKEH, BeIb
Kor/ia Tebe mpeajaratoT OecryIaTHbId KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKue-
TO TUIATHBIE YCIYTH;

Hywmaii, npexxae yem otnpaBuTh SMS, ¢oTo uinu Buaeo. Thl TOUHO 3HACIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo6xoa1mo 0OHOBIISTH OMEPAIMOHHYIO CUCTEMY TBOETO CMapT(hOHa;

Hcnonp3yit aHTUBUPYCHBIE TPOTPaMMBbl 1J11 MOOUIIbHBIX TE€JIE(POHOB;

He 3arpyxail npuiaoXeHHs OT HEU3BECTHOTO MCTOYHHMKA, BEIb OHH MOTYT
CoJIepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeUeHHE;

[Tocie Toro Kak THI BBIWICHIH C CaiiTa, I€ BBOAWI JIMUYHYIO WH(GOPMAIIHIO,
3aiiIi B HACTPOUKM Opay3epa U ynamu cookies;

[leprnonnuecku mpoBepsid, Kakue IJIaTHbIE YCIyTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TelepOHAa TOJBKO JIOASAM, KOTOPBIX ThI
3HAeIllb U KOMY JI0BEpSEIIb;

Bluetooth nomxeH ObITh BBIKIIIOUEH, KOTJa Thl MM HE TmoJib3yelibcs. He
3a0bIBail MHOTIa TPOBEPATH ITO.



Online urpsi

CoBpeMEHHBIE  OHJAWH-UTPBl - 3TO  KPACOYHBIE,  3aXBaThIBAIOIINE
pa3BiiedeHUs, OOBEIUHSIIONINE COTHU THICSY 4YEOBEK Mo BceMy mupy. Urpoku
UCCIICAYIOT JTaHHBIM UM MHp, OOIIAIOTCS APYr € APYIOM, BBINOJHSIOT 3aJaHMs,
CpakaloTCsl ¢ MOHCTPaMHM U TOJYYarT OIBIT. 3a YJOBOJbCTBUE OHH ILJIATAT:
MOKYMNAaroT AUCK, OTUIAYMBAIOT a00OHEMEHT WJIM MIPUOOPETAIOT KaKKUEe-TO OMIUH.

Bce aTu cpeacTsa uayTt Ha nojaiep;KaHue U pa3BUTHE UTPHI, a TAKXKE HA camy
0€30MacHOCTb: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
naT4yu (u@poBbIe 3aMIaTKU ISl IPOTPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX HTrpax CTOUT OMacaTbCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kKd TBOETO MapoJisi, HAa KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3alMK OOJBIINHCTBA
urp.

OCHOBHBIE COBETHI IO O€30MACHOCTH TBOETO UTPOBOT0 AKKAYHTA!

1. Ecnu npyroil urpok BeAeT ceOs MI0XO WM CO3JaeT TeOe HENPUSTHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

2. Tloxanyiicss aIMHUHUCTPATOPAM UIPHI HA TIJI0XO€ MOBEJAECHUE ATOTO UTPOKA,
KEJIATEIbHO MPUIOKUTh KaKHE-TO JOKa3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii tnuHyro nHGOpMAaIIKIO B TIpodaiiie urpsel;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeopuImaibHbIe MaTIYH U MOJIBI;

6. Mcnosnib3yil CIOKHbBIE U Pa3HbIE MAPOJIH;

7. Jaxe BO BpEMsI UTPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. [IoKa ThI Urpaeuip,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.



@OUIIUHT WIH KpaKa JIHYHbIX JaHHbIX

OOBIYHOM KpaKkel JIeHEeT M TOKYMEHTOB CETOJTHS YK€ HUKOTO HE yIUBHIIb, HO
C pa3BUTHUEM HWHTEPHET-TEXHOJIOTUN 3JOyMBIIUIEHHUKA TEPEMECTHIINCh B
UHTEPHET, U MIPOJIODKAIOT 3aHUMAThCS " MIOOUMBIM" JIEITOM.

Tak mnosiBUIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHT,
rJIaBHAs 1€Jb KOTOPOTO COCTOMT B TMOJYYEHUH KOH(PHUICHIMATBHBIX JIaHHBIX
NoJib30BaTeNiel - JIOTMHOB M mnapoiieid. Ha anrmuiickoMm si3pike phishing unraercs
kak ¢umuHr (0T fishing - peiOHas noBis, password - mapoJib).

OCHOBHBIE COBETHI IO 0OpHOE C QUITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim ThI Too3peBaeiib, YTO TBOS aHKETa
Obuta  B3IIOMaHa, TO HeoOXoauMo  3a0JOKHpOBaTh €€ W COOOUIUTH
aIMUHHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonb3yit Oe3omacHbie BeO-CalThl, B TOM YHUCJIC, UHTEPHET-Mara3uHoB 1
MTOMCKOBBIX CHCTEM;

3. Ucnonb3yil cioxHble W pa3Hble mapoiu. Takum oOpazom, eciu TeOs
B3JIOMAIOT, TO 3JOYMBIIUICHHUKH TOIy4YaT JOCTYH TOJIBKO K OJHOMY TBOEMY
npo(duITto B CETH, a HE KO BCEM;

4. Ecnum T1e0s B37OMalid, TO HEOOXOAMMO TMPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE J0OaBJIEHBI y T€0sI B JPYy3bsAX, O TOM, 4TO T€Os B3JIOMAIH H,
BO3MOYKHO, OT TBOET'0 UMEHH OYJIET pacchlIaThCs CllaM U CChUIKU Ha (DUIIIMHTOBBIE
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN Tene(oH;

6. OTKIIIOUN COXpaHEHue NnapoJs B Opaysepe;

7. He oTkpeiBail (pailyibl U Apyrue BIOKEHUS B MHUCbMAaX, AAXKE €CIH OHH
MPUIILIA OT TBOUX Apy3eld. Jlydie yTouHHM y HHUX, OTIHPABIUIA JIU OHU TeOe 3TH
(baiibl.



Hudposas penyrauus

[Mudposas penyTauus - 3T0 HEraTUBHAS WA MMO3UTUBHAs UH(GOPMAIIUS B CETU
o tebe. Komnpomerupyromasi nadopmanus, pa3MeiieHHass B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa30M OTpPa3UThC Ha TBOEH peanbHOM xu3Hu. "Lludponas
penyTtanus" - 3T0 TBOM UMHJIK, KOTOPBIA (opMHUpyeTCcss U3 HHPOpMaLUK O TeOe B
UHTEpHETE.

TBOE MECTO KUTENBCTBA, YueObl, TBOE (PMHAHCOBOE TIOJIOKEHHE, 0COOCHHOCTH
XapakTepa U pacckasbl O OJU3KHX - BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue NOAPOCTKH JIETKOMBICJIEHHO OTHOCSTCS K IMyOJIMKAlMU JIHYHOM
uHpopmaruu B VIHTEpHETE, HE MOHWMAs BO3MOXKHBIX MOCIEACTBUN. ThI Jaxke HE
CMOJKEIIb JIOTafaThCsl 0 TOM, 4TO (hoTorpadus, pa3MelieHHas 5 JIeT Ha3aj, cTana
MPUYUHON OTKa3a MPUHATH T€OS Ha padoTy.

KomMeHTapuu, pasmenienre TBoux Qororpaduili u Apyrve JeHCTBUS MOTYT
HE MCYE3HYTh Ja)Xe MOCJe TOro, Kak Thl MX YJajdullb. bl HE 3HAECIIb, KTO
coxpaHwi A3Ty UHGOpMAILMIO, TMonajga JU OHAa B IIOMCKOBBIE CHCTEMbl H
COXpaHWJIach JIM OHA, a TJABHOE: YTO MOAYMAaIOT O TeOe OKpPY)KaIoIUe JIOMH,
KOTOpbIe HAWAYT U yBUIAT 3T0. HailTu mHbopMaiiio MHOTO JIET CIYCTSI CMOXET
000 - Kak U3 0OphIX MOOYKIEHUH, TaK U C HAMEPEHUEM MPUUUHUTH Bped. ITO
MOKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI MO 3aIIUTe U(POBOI peryTaIuu:

1. Tlogymaii, npex/ie ueM uTo-To MyOJIMKOBaTh U MepeaaBarh y cedst B 6iore
WA B COIIMATIBHOM CETH,

2. B Hactpoiikax npoQuisi yCTaHOBH OTPaHUYEHHS] Ha MHPOCMOTP TBOETO
npoduIsi U €ro COJAECPAKUMOro, clieJal ero ToabKo "mist apyseit”;

3. He pa3meniail u He ykasblBail MH(QOpMALMIO, KOTOPAsi MOXKET KOT0-JI100
OCKOPOJIATH WJIH OOUKATh.



ABTOpPCKOE PaBo

CoBpeMeHHBIC  IIKOJBHUKH - aKTHUBHBIC TOJb30BaTeId  IU(POBOTO
npocTpancTBa. OJHAKO JajdeKo HE BCE 3HAIOT, YTO IOJb30BAaHWE MHOTUMH
BO3MOXKHOCTSIMU  HIUGPOBOTO  Mupa  TpeOyeT  CcoONroJieHHUss TpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTENJIEKTyalbHash COOCTBEHHOCTH' OTHOCHUTCS K PAa3IHMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HAuMHAs C HOBBIX HM300pETEHUN M 3HAKOB,
0003HavaroNMUX COOCTBEHHOCTh HAa MPOJIYKTHI U YCIYTH, U 3aKaHYMBask KHUTAMH,
dboTorpadusMu, KHHODUIEMAMH U My3bIKAIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha HMHTEIUICKTyaIbHYIO COOCTBEHHOCTh Ha
MPOU3BEICHUS HAYKH, JIUTEPATYPhl M UCKYCCTBA. ABTOPCKHE TIPaBa BHICTYIAIOT B
KaueCTBE TapaHTHH TOTO, YTO HWHTEIUICKTYaJIbHBIM/TBOPUSCKUN TPy aBTOpa HE
OylleT HampacHbIM, JacT €My CHpPaBEeUIMBbIE BO3MOXKHOCTH 3apadoTarh Ha
pe3yiibTaTax CBOEro TpyJa, MOJYYHUTh W3BECTHOCTh U Tpu3HaHue. Hukto 6e3
pa3pellleHus aBTOpa HE MOXET BOCIHPOM3BOJIUTH €ro  IMPOU3BEICHUE,
pacnpocTpaHsaTh, NyOJUYHO JEMOHCTPHUPOBATH, NPOJABaTh, HMIIOPTHPOBATH,
NyCcKaTh B MPOKAT, MyOJWYHO HMCHOJHAThH, MOKA3bIBATH/UCHONHATh B 3(UpEe WIH
pa3memath B UHTEpHETE.

Hcnonb3oBanue "muparckoro” mporpaMMHOTO 00€CTIEUeHUS MOYKET TPUBECTHU
K MHOTUM PHUCKaM: OT IMOTEPH JTaHHBIX K TBOUM aKKayHTaM J0 OJJOKUPOBKU TBOETO
YCTpOWCTBA, TJE€ YCTAaHOBJIICHA HeNeraidbHas mporpamMmma. He crout Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JieTadbHbIE W OCECIUTATHBIE TPOTPAMMBI, KOTOPHIC
MOYKHO HAMTHU B CETH.

O nopraJe

CeteBUYOK.pd - TBOI IJIaBHBINA COBETYHMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATH O
0€30MacHOCTH B CETH TMOHSATHBIM U JOCTYIHBIM S3BIKOM, @ MPU BO3HUKHOBEHHUH
KPUTUYECKON CHUTyallud OOpAaTUTHCS 3a COBETOM. A TaKXe MPUHATH Y4YacTUE B
KOHKYpCax M CTaTh CaMbIM IIU(POBBIM IPAKIAHUHOM!
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